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Overview

MS Office is a collection of programs used to build and manage word documents, excel sheets,
presentations and many more. MS Word, MS Excel and MS PowerPoint applications of the suite
gives options to set passwords at two levels- password to open and password to modify. Strength
of the password applied depends on many factors like length, non repetition of characters,
dictionary words, special characters and encryption method used. Often it happens that users
forget the password and are not able to recollect it. Sometimes, it may also be necessary to open
a password protected file owned by someone else. Stellar Phoenix Office Password Recovery

software helps in avoiding guess and trial to open the protected file.

Stellar Phoenix Office Password Recovery applies extensive brute force attack to recover
password set on MS Office File. Moreover, it has various masking options to define the character
set that is used to match password. Application also shows the running process that displays
required time, start time and process speed. This helps in analyzing the efficiency of software.
Features

B Recovers password to open and modify the MS Office File (Excel/Word/PowerPoint).

B Gives various options to narrow password recovery

B Uses brute force attack that recovers passwords with 100% guarantee

B Displays a process summary at end to evaluate the effectiveness of the process



Installation Procedure

Before installing the software, check that your system meets the minimum system requirements:

Minimum System Requirements

Processor: Pentium Class

Operating System: Windows 2000/XP/2003/Vista/Windows 7
Memory: Minimum 256 MB

Hard Disc: 20 MB of Free Space

MS Office: 2000/2003/XP/2007

To install the software, follow these steps.

Double-click StellarPhoenixOfficePasswordRecovery.exe executable file to start

installation. 'Setup - Stellar Phoenix Office Password Recovery' dialog box is displayed.
Click Next. 'License Agreement' dialog box is displayed.

Choose | accept the agreement option. 'Next' button will be enabled. Click Next. 'Select

Destination Location' dialog box is displayed.

Click Browse to select the destination path where the setup files will be stored. Click

Next. 'Select Start Menu Folder' dialog box is displayed.

Click Browse to provide path for program's shortcuts. Click Next. 'Select Additional

Tasks' dialog box is displayed.

Choose the check boxes as per your choice. Click Next. 'Ready to Install' dialog box is

displayed.

Review the entries. Click Back if you want to change them. Click Install to start

installation. The Installing screen shows the installation process.

After completing the process, 'Completing the Stellar Phoenix Office Password Recovery

Setup Wizard' window is displayed. Click Finish.



How to Order?

The software can be purchased by making payments online. Please Vvisit,

http://www.stellarinfo.com/password-recovery/office-password-recovery/buy-now.php?Order

for more information and to place an order.
Alternatively, if the demo version is installed then you can click the '‘Buy Now' link in the'

Purchase' dialog box. Click 'Purchase' button (E) in the application tool bar to open Purchase

dialog box.


http://www.stellarinfo.com/password-recovery/office-password-recovery/buy-now.php?Order

How to Register?

The demo version of the Stellar Phoenix Office Password Recovery can be downloaded from the

Stellar's web site. This demo version is just for evaluation purpose and must be eventually

registered to use it. Only first three characters of the recovered password are shown in demo

version. Software can be registered after receiving the key. To register the demo application,

follow these steps.

Start demo version of application.

Click on Register button in tool bar. Activation dialog box is displayed.

Enter the user name and key, received by mail, after purchasing the software.
A confirmation message is displayed if a valid key is entered.

Click OK.



How to Update?

There are periodical software updates provided by Stellar Information Systems Ltd. for Stellar
Phoenix Office Password Recovery software. The software updates should be done to keep the
software up-to-date. The updates can be a newly added functionality, a new feature, a new
service or any other information that can be important for improvement. The Stellar Phoenix
Office Password Recovery software can be updated over internet. Note that demo version can

not be updated. To update the application, follow these steps.
B Click on update () button in application tool bar. 'Update Wizard' dialog box is
displayed.

B Click Next. A busy timer shows that updates are being searched. If it finds any new

version, a message indicates the availability.
B If a message is displayed that no updates are available, Click Cancel to close the wizard.

B Click Next. The software will start downloading the updated files from the server. When

the process is complete, the software will upgrade to the latest version.



Features

Stellar Phoenix Office Password Recovery incorporates various useful features that make it one
of the best software available in the market. Easy to use graphical user interface, different options
for password to open and password to modify, various masking options to narrow the password

search and dynamic process dialog are some of its features.
B Mask Options to build the Character Set
B Dynamic Process Dialog

B Log Report



Mask Options to build the Character Set

Time taken by brute force attack can be decreased by applying mask while building the character
set used for attack. Mask is based on statistical analysis of the passwords used by people.
Statistical surveys revealed that there are many factors that govern the passwords set by people.
It is very likely that password is set using only small letters of English alphabet, or special
characters are never used. Moreover, if the person who wants to crack the password is owner of
the file, then he must be remembering some of the characters of the password like starting
character, characters he is not likely to use, or whether he has used any numbers or not while

setting the password.

Stellar Phoenix Office Password Recovery gives a number of options that can be used to narrow
down the character set used for brute force attack. Moreover, different options can be set for

password to open and password to modify.



Dynamic Process Dialog

Stellar Phoenix Office Password Recovery shows a dynamic process dialog box during execution
of brute force attack. When the Start button is pressed process dialog box is displayed. It shows
the process start time, expected time required for the process to complete, current combination of
characters used for attack, and process speed in units of passwords matched per second.
Process dialog box can be used to determine the efficiency and effectiveness of the application or
for resetting the mask options.

Process Dialog

Procass started on Thursday, Decembar 069, Z010, 11:24:36 AW

Madmum Completion time 1474 vear(s)

Password bo open of47
Current speed 123329 pwidfsec
Exgcuting Brute Force Attack....

@




Log Report

Log report helps to analyze the process and activities executed by user and the application.
Stellar Phoenix Office Password Recovery shows a log report of all its activities in a frame in the
application window. All the activities from starting of application till recovery of the passwords are

recorded and shown as log.
To view the Log report, follow any of these steps.

Process starbed on: Friday, July 23, 2010, 11:25:19 &AM A
Password bo open; pank

Password bo modify: pank

Process completed on: Friday, Juby 23, 2010, 11:25:19 AM

B Drag the slider to view whole report.

B If mouse has three buttons then, press center button of the mouse in the Log frame

window and roll the button.

To save log report, follow these steps.

B Click Save ( Eﬂ )button in application tool bar to save log report. 'Save As' dialog box is

displayed.

Sawe As E|

Pleaie selach & loostion whers vou want B0 3 g,

Browse Cancel

B Click Browse. Browse For Folder dialog box is displayed.
B Choose the folder to save the log report. Click OK.

B Click OK in the Save As dialog box. Log report is saved as text at the specified folder.



Select MS Office File

MS Office File must be opened in the application to recover its password. To select MS Office

File, follow these steps.
B Start Stellar Phoenix Office Password Recovery application.
B Click Open File. 'Open' dialog box appears.

B Browse to desired location and select the MS Office File (Excel/Word/PowerPoint).

Click Open. Selected file path is shown in 'Select File' text box.



Set Options for Password to Open

'Password to open' lets you access the MS Office File for viewing. It is a known fact that most of
the passwords are in small letters, not including special characters, or generally of length five or
six. If some of the details of the password are known in advance then less time is required to find
out the password. Stellar Phoenix Office Password Recovery gives various options like giving
range for password length, starting character, characters that will be included in the character set

used for making various permutation and combination to find out valid password.
B Set Length
B Set Mask

B Define Character Set



Set Length

If the user remembers range of password length between which the password possibly belongs
then it becomes quite easier to find the password. Number of combinations formed for matching

is reduced and so is the time required to find the password.
To set range of password length for password recovery, follow these steps.
B Start Stellar Phoenix Office Password Recovery application.

B Set minimum and maximum possible range of password between which the application

will try to recover the password.

Password Length

Min. M,

4 7

¥
¥

®  Choose minimum password length in range of 1 to 128 in Min. combo box.

B Choose maximum password length in range of 1 to 128 in Max. combo box.



Set Mask

If some initial characters of the password are remembered or only some of the characters of the

password are not remembered then masking can be done to find the password.
To set mask on password, follow these steps.
B Start Stellar Phoenix Office Password Recovery application.

B Inthe Mask frame, select any one of the options

tlask,
G} Starting charackers:

) Mask characters:

m  Select Starting characters radio button. Like, if your password is abc123, then

starting characters can be any of a, abc, abcl, etc.

m Select Mask characters radio button. Type the password with '?' for the
characters that are not remembered. Like, if your password is abc123, then mask
characters can be any of a??123, abc???, ?bcl1??, etc.



Define Character Set

It is known fact that most of the passwords are in small letters, not including special characters, or
generally of length five or six. If some of the details of the password are known in advance then it
becomes very easy and requires less time to find out the password. 'Character set' option lets
you choose the character sets that will be considered for building various combinations of

characters for password recovery.
To set character set for password recovery, follow these steps.
B Start Stellar Phoenix Office Password Recovery application.

B In the Character set frame,

Please filber the character set from kst of characters .

) WD ... MY O i Om He Ms
Bla- o Bt Qe Bh Ek En Oa
Caz [Clad prinkabde  ([#]c [#]F =i Ch Flo [ lu

F’]U"-:' r‘:.p-ue L4 *

m Select [a - z] to include alphabets in small letters. All small letter
alphabets are shown as checked. Deselect those characters that are not

to be included in the character set.

® Select [A - Z] to include alphabets in capital letters. All the capital letter
alphabets are shown as checked. Deselect those characters that are not

to be included in the character set.

m Select [0 - 9] to include numeric characters. All the numeric characters
are shown as checked. Deselect those numbers that are not to be

included in the character set.

m Select [!@$] to include special characters. All the special characters are
shown as checked. Deselect those characters that are not to be included

in the character set.

B Select All Printable to include all the characters. All the characters are
shown as checked. Deselect those characters that are not to be included

in the character set.

m  Select Space to include space in the character set.



E Note: If none of the options in the Character set are selected then software takes the

default character set comprising of all the characters.




Set Options for Password to Modify

Password to modify lets only the owner of the MS Office File to edit its content. Generally,
passwords are in small letters, not including special characters, or generally of length five or six. If
some of the details of the password are known in advance then it becomes very easier and
requires less time to find out the password. Stellar Phoenix Office Password Recovery gives
various options like giving range for password length, starting character, characters that will be
included in the character set used for making various permutation and combination to find out
valid password.

B Set Length
B Set Mask

B Define Character Set



Set Length

If the user remembers range of password length between which the password possibly belongs
then it becomes quite easy to find the password. The number of combinations formed for

matching is reduced and so is the time required to find the password.
To set range of password length for password recovery, follow these steps.
B Start Stellar Phoenix Office Password Recovery application.

B Set minimum and maximum possible range of password between which the application

will try to recover the password.

Password Length

Min. M,

4 7

¥
¥

®  Choose minimum password length in range of 1 to 128 in Min. combo box.

B Choose maximum password length in range of 1 to 128 in Max. combo box.



Set Mask

If some initial characters of the password are remembered or only some of the characters of the

password are not remembered then masking can be done to find the password.
To set mask on password, follow these steps.
B Start Stellar Phoenix Office Password Recovery application.

B Inthe Mask frame, select any one of the options

tlask,
G} Starting charackers:

) Mask characters:

m  Select Starting characters radio button. Like, if your password is abc123, then

starting characters can be any of a, abc, abcl, etc.

m Select Mask characters radio button. Type the password with '?' for the
characters that are not remembered. Like, if your password is abc123, then mask
characters can be any of a??123, abc???, ?bcl1??, etc.



Define Character Set

It is known fact that most of the passwords are in small letters, not including special characters, or
generally of length five or six. If some of the details of the password are known in advance then it
becomes very easy and requires less time to find out the password. 'Character set' option lets
you choose the character sets that will be considered for building various combinations of

characters for password recovery.
To set character set for password recovery, follow these steps.
B Start Stellar Phoenix Office Password Recovery application.

B In the Character set frame,

Please filber the character set from kst of characters .

) WD ... MY O i Om He Ms
Bla- o Bt Qe Bh Ek En Oa
Caz [Clad prinkabde  ([#]c [#]F =i Ch Flo [ lu

F’]U"-:' r‘:.p-ue L4 *

m Select [a - z] to include alphabets in small letters. All small letter
alphabets are shown as checked. Deselect those characters that are not

to be included in the character set.

® Select [A - Z] to include alphabets in capital letters. All the capital letter
alphabets are shown as checked. Deselect those characters that are not

to be included in the character set.

m Select [0 - 9] to include numeric characters. All the numeric characters
are shown as checked. Deselect those numbers that are not to be

included in the character set.

m Select [!@$] to include special characters. All the special characters are
shown as checked. Deselect those characters that are not to be included

in the character set.

B Select All Printable to include all the characters. All the characters are
shown as checked. Deselect those characters that are not to be included

in the character set.

m  Select Space to include space in the character set.



E Note: If none of the options in the Character set are selected then software takes the

default character set comprising of all the characters.




Recover Password

Stellar Phoenix Office Password Recovery uses 'Brute force attack' to find out the password of
MS Office File. Various combinations of character sets built on basis of the masks and dictionary
words, help the software to find password in few minutes. Also, each time a password is found, it
is stored in the dictionary for future use. Password recovery Process Dialog shows various
dynamic values like password speed, current combination of characters used for attack and
expected time required by the application to find out the password. If a password is not recovered
at end it may be possible that options to build the character set are not set correctly in the

application.
To recover password of MS Office File (Excel/Word/PowerPoint), follow these steps.

B Start Stellar Phoenix Office Password Recovery application.

Character set
Flmase fiber the char actes sat from bt of characters

Elss Ogs.. [He Od O 0 On Oo DO

O = Bt EFr On Eg Ot
Caz  Daeeste 0 OF 0O 0O O O O
Cles [space 8 | #|

Fie sekected: C:\Doruments and Settingsladministrabor {Deskiopticense-enutf =i
Fie Sioe: 15 KB 11

winong File Format
2 sun

B Select MS Office File whose password is to be recovered.

B Set options for password to Open



B Set options for password to Modify

B Click Start. Passwords recovery process is started. Process window is displayed
showing process start time, expected time required to recover the password and speed of

recovery process.

Process Dialog

Process started on Thursdiay, Decembar 069, Z010, 11:24:36 AW

Ma=amurn Campletion time 1474 year(s)

Passwiord bo open if47
Current speed 123329 pwidfsec
Exgcuting Brute Force Attack....

[XEL

B Recovered passwords are shown at the end.

Passwords Recovered x

‘Word Open Passward: phparkati
Word Modify Password! <gannot ba Found nstanty

= Note: If password is not recovered reset the character set options and try again.




Copyright

Stellar Phoenix Office Password Recovery software, accompanied user manual and
documentation are copyright of Stellar Information Systems Ltd., with all rights reserved. Under
the copyright laws, this user manual cannot be reproduced in any form without the prior written
permission of Stellar Information Systems Ltd. No Patent Liability is assumed, however, with

respect to the use of the information contained herein.

Copyright © 1995-2010 by Stellar Information Systems Ltd. INDIA



License Agreement

Stellar Phoenix Office Password Recovery
Copyright © 1995-2010 by Stellar Information Systems Ltd. INDIA

www.stellarinfo.com

All rights reserved.
All product names mentioned herein are the trademarks of their respective owners.

This license applies to the standard-licensed version of Stellar Phoenix Office Password

Recovery.
Your Agreement to this License

You should carefully read the following terms and conditions before using, installing or distributing
this software, unless you have a different license agreement signed by Stellar Information

Systems Ltd.

If you do not agree to all of the terms and conditions of this License then do not copy, install,
distribute or use any copy of Stellar Phoenix Office Password Recovery with which this License is
included, you may return the complete package unused without requesting an activation key

within 30 days after purchase for a full refund of your payment.

The terms and conditions of this License describe the permitted use and users of each Licensed
Copy of Stellar Phoenix Office Password Recovery. For purposes of this License, if you have a
valid single-user license, you have the right to use a single Licensed Copy of Stellar Phoenix
Office Password Recovery. If you or your organization has a valid multi-user license, then you or
your organization has the right to use up to Stellar Phoenix Office Password Recoverya number
of Licensed Copies of Stellar Phoenix Office Password Recovery equal to the number of copies

indicated in the documents issued by Stellar when granting the license.
Scope of License

Each Licensed Copy of Stellar Phoenix Office Password Recovery may either be used by a single
person or used non-simultaneously by multiple people who use the software personally installed

on a single workstation. This is not a concurrent use license.

All rights of any kind in Stellar Phoenix Office Password Recovery, which are not expressly

granted in this license, are entirely and exclusively reserved to and by Stellar Information


http://www.stellarinfo.com/

Systems Ltd. You may not rent, lease, modify, translate, reverse engineer, decompile,
disassemble or create derivative works based on Stellar Phoenix Office Password Recovery nor
permit anyone else to do so. You may not make access to Stellar Phoenix Office Password
Recovery available to others in connection with a service bureau, application service provider or

similar business nor permit anyone else to do so.
Warranty Disclaimers and Liability Limitations

Stellar Phoenix Office Password Recovery and all accompanying software, files, data and
materials are distributed and provided AS IS and with no warranties of any kind, whether
expressed or implied. You acknowledge that good data processing procedure dictates that any
program including Stellar Phoenix Office Password Recovery must be thoroughly tested with non-
critical data before there is any reliance on it and you hereby assume the entire risk of all use of
the copies of Stellar Phoenix Office Password Recovery covered by this License. This disclaimer
of warranty constitutes an essential part of this License. In addition, in no event does Stellar
authorize you or anyone else to use Stellar Phoenix Office Password Recovery in applications or
systems where its failure to perform can reasonably be expected to result in a significant physical
injury or in loss of life. Any such use is entirely at your own risk and you agree to hold Stellar

harmless from any and all claims or losses relating to such unauthorized use.
General

This License is the complete statement of the agreement between the parties on the subject
matter and merges and supersedes all other or prior understandings, purchase orders,
agreements and arrangements. This License shall be governed by the laws of the State of Delhi,
India. Exclusive jurisdiction and venue for all matters relating to this License shall be in courts and
for a located in the State of Delhi, India and you consent to such jurisdiction and venue. There are
no third party beneficiaries of any promises, obligations or representations made by Stellar
herein. Any waiver by Stellar of any violation of this License by you shall not constitute nor
contribute to a waiver by Stellar of any other or future violation of the same provision or any other

provision of this License.

Copyright © 1995-2010 by Stellar Information Systems Ltd. All rights reserved.



Trademarks

Stellar Phoenix Office Password Recovery® is a registered trademark of Stellar Information

Systems Ltd.

Windows 2000 Server®, Windows XP®, Windows 2003®, Windows Vista®, Windows 7®, MS

Office, MS Outlook are registered trademarks of Microsoft® Corporation Inc.
All Trademarks Acknowledged.

All other brands and product names are trademarks or registered trademarks of their respective

companies.



Disclaimer

The Information contained in this manual, including but not limited to any product specifications,

is subject to change without notice.

STELLAR INFORMATION SYSTEMS LTD PROVIDES NO WARRANTY WITH REGARD TO
THIS MANUAL OR ANY OTHER INFORMATION CONTAINED HEREIN AND HEREBY
EXPRESSLY DISCLAIMS ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR ANY PARTICULAR PURPOSE WITH REGARD TO ANY OF THE FOREGOING
STELLAR INFORMATION SYSTEMS LTD ASSUMES NO LIABILITY FOR ANY DAMAGES
INCURRED DIRECTLY OR INDIRECTLY FROM ANY TECHNICAL OR TYPOGRAPHICAL
ERRORS OR OMISSIONS CONTAINED HEREIN OR FOR DISCREPANCIES BETWEEN THE
PRODUCT AND THE MANUAL. IN NO EVENT SHALL STELLAR INFORMATION SYSTEMS
LTD., BE LIABLE FOR ANY INCIDENTAL, CONSEQUENTIAL SPECIAL, OR EXEMPLARY
DAMAGES, WHETHER BASED ON TORT, CONTRACT OR OTHERWISE, ARISING OUT OF
OR IN CONNECTION WITH THIS MANUAL OR ANY OTHER INFORMATION CONTAINED
HEREIN OR THE USE THEREOF.



Technical Support

Our Technical Support professionals will give solutions for all your queries related to Stellar
Products.

You can either Call Us or Go Online to our support section http://www.stellarinfo.com/support

Support Helpline

Monday to Friday [ 24 Hrs. a day |

USA (Tollfree- Pre Sales Queries) +1-877-778-6087
USA (Post Sales Queries) +1-732-584-2700
UK (Europe) +44-203-026-5337
Australia & Asia Pacific +61-280149899
Netherlands Pre & Post Sales Support +31-208-111-188
Worldwide +91-921-395-5509
Skype Id stellarsupport
Email Orders orders@stellarinfo.com

Online Help

B Chat Live with an Online technician

B Search in our extensive Knowledge Base

B Submit Enquiry (If our Knowledge Base does not answer your question)


http://www.stellarinfo.com/support/
mailto:orders@stellarinfo.com?subject=Purchase%20Order
http://www.stellarinfo.com/support/
http://www.stellarinfo.com/support/kb.php
http://www.stellarinfo.com/support/submit-enquiry.php

About Stellar

Stellar Information Systems Ltd. is a trusted name in the field of Data Recovery and Data

Protection Software for more than a decade.

We provide the widest range of Data Recovery Products. Our range includes Data Recovery

Software for almost all Operating Systems and File Systems.

Product line:

Data Recovery

A widest range of data recovery software that helps you recover your valued data lost after
accidental format, virus problems, software malfunction, file/directory deletion, or even sabotage!.

More Info >>
File Recovery

The most comprehensive range of file undelete and unerase software for Windows and MS office

repair tools. More Info >>
E-mail Recovery

A wide range of mail recovery, mail repair and mail conversion applications for MS Outlook, MS
Outlook Express and MS Exchange useful in instances of data loss due to damages and

corruption of E-mail. More Info >>
Data Protection

A wide range of Prevent Data Loss, Data backup and Hard Drive Monitoring Applications to

ensure complete data protection against hard drive crash. More Info >>

For more information about us, please visit www.stellarinfo.com



http://www.stellarinfo.com/disk-recovery.htm
http://www.stellarinfo.com/undelete.htm
http://www.stellarinfo.com/mail-recovery.htm
http://www.stellarinfo.com/prevent-dataloss.htm
http://www.stellarinfo.com/

FAQs
1. What is the possibility that my password will be recovered?

Password recovery of MS Office File (Excel/Word/PowerPoint) is guaranteed but the time
duration required can vary according to length and complexity of the password. Use

masking options to optimize the time taken for password recovery.
2. Can | add words to dictionary used for recovering the password?
No, you can not add words to the dictionary.
3. My password is not recovered. What shall 1 do?
You should try changing the masking options and settings used to make the character set.

4. Time shown by the process is very long. Can | halt the process and start from the

same state later?
No, this feature is currently not available in the software.

5. | have set a password of single character but the process dialog box is showing that it

is searching for passwords of length five. Why?

Set the maximum length of password setting in the password to open and password to

modify option in the application.

6. My password to open is founded by the application but password to modify is not
founded? What to do?

Try again with new option settings.
7. Can | replace the dictionary used in the application with my own?

No. You can not change or supply your own dictionary to the application.
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