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Introduction

This is the first release of Stellar Active Directory Manager tool documentation. The contents will be

updated periodically to incorporate new information, updates, customer feedback, and corrections.

Stellar Active Directory Manager, from Stellar Information Technology Private Limited, is a tool that
meets all your requirements related to Windows Active Directory Management. It is a simple, easy-to-
use Management tool that helps Active Directory Administrators with their day-to-day activities across
the domains from a central platform. The tool also offers a simple and robust mechanism to generate
reports on various Active Directory objects and query Active Directory. An intuitive and easy-to-use
interface, helps handle a variety of complex tasks like Bulk Management of User accounts, and other
Active Directory objects in an efficient manner. The tool also lets you manage Domains, Services,

Event Logs, Registry, Printers and more.

Key Features

= Eliminates repetitive logon, everyday and complex tasks associated with AD Management.

= Hierarchical representation of various network resources of domain and support for various
operations.

= Facilitates creation, deletion and management of AD objects in Bulk.

=  OU-based administration.

= Manages Account Policy and Audit Policy on the server and target computers.

= Manages Printers and other devices remotely and locally.

= Manages Shares available over the network.

= Enables creation of network drive from Shares.

= Enables viewing of sessions, files and disk space of target computers.

= Manages Services, Objects, Events and Job scheduling.

=  Query Active Directory for multiple users and computers.
= Generates AD Reports.



l:;‘;:’ Note In this documentation set, Stellar Active Directory Manager will be sometimes
referred to as Active Directory Manager or ADM and Active Directory will be
referred to as AD.
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Installation

This documentation assumes you have installed Windows Server and AD (Active Directory) on the
servers that you want to use as Domain Controllers. It also assumes:

= A basic understanding of what AD is, how it works, and why your organization uses it to
access, manage, and secure shared resources across your network.

= A thorough understanding of how AD is deployed and managed in your organization.

= An understanding of the mechanism your organization uses to configure and manage Active
Directory settings.

=  You have installed Windows Server and AD on the servers that you want to use as Domain
Controllers.

This section will describe in detail the following topics:

=  System Requirements

= Installing Active Directory Manager

= Uninstalling Active Directory Manager
= Registering Active Directory Manager
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System Requirements

Before you start installing the Stellar Active Directory Manager, ensure that your computer meets the
following requirements.

Operating Systems

Windows Server 2003
Windows Server 2008
Windows 7

Windows 8

Windows XP

Windows Vista

Hardware Requirements

= X86 or x64 Processor
=  RAM: Minimum 1 GB, Recommended 2GB
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Installing Active Directory Manager

You need to follow few simple and intuitive steps to install Stellar Active Directory Manager. This
section includes the sequential steps to install the tool.

Before you start installation, ensure that you have the tool setup file -
StellarActiveDirectoryManager.exe on your machine. You can either download the executable file

or buy it online.

After downloading the file, double click on it to invoke the installer and follow the instructions to install
the tool.

PR

@

10.

11.

12.

Stellar Active Directory Manager Setup Wizard is displayed.

Click Next to continue with the installation process.

Select 1 accept the agreement and click Next to continue.

Specify the destination location to install the tool. You can either install it in the default
location that is displayed or you can Browse to select a different install location.

Select the default Start Menu Folder or Browse to select another folder to create the Program
shortcuts in the selected folder, and continue with the install process.

Select the required Additional Tasks option to create tool shortcuts like Create a desktop icon
and Create a Quick Launch icon.

The setup is ready to start the installation process. Check the details. If you need to edit the
details, click Back to return to previous screens, edit the details as required, and proceed with
the installation.

Click Install to start the installation process.

By default the Launch Stellar Active Directory Manager check box option is selected. If you
decide to invoke the tool at a later stage, you may clear the selection. Click Finish to
complete the install process.

After the successful installation, Stellar Active Directory Manager is launched. Before you
proceed to use the tool, you will be prompted to register the tool.

Alternatively you can launch the tool later through Windows Start Menu. To launch the tool
from the Start Menu:

Click Start = All Programs > Stellar Active Directory Manager.
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Uninstalling Active Directory Manager

If you need to uninstall the tool, follow the steps mentioned below:

1. Click Start > All Programs > Stellar Active Directory Manager > Uninstall Stellar
Active Directory Manager to Uninstall the tool.
OR
Go to Windows > Control Panel> Add Remove Programs > Stellar Active Directory
Manager > Uninstall. A corresponding alert is displayed.

" )
Stellar Active Directory Manager Uninstall ﬁ

'“‘-.I Are you sure you want to completely rermnove Stellar Active Directory
¥' Manager and all of its components?

Ys | [ No |

e -y

2. Click Yes to continue uninstalling the Active Directory Manager. After the successful
uninstallation, the following alert is displayed. Click OK to complete the uninstallation process.

r N
Stellar Active Directory Manager Uninstall ﬁ
r ) Stellar Active Directory Manager was successfully removed from your

' computer.
- A

l} Note Sometimes the uninstall process fails to remove all the files from the
install folder. In such cases, it is recommended that you remove the
files manually, before re-installing the tool.
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Registering Active Directory Manager

When you launch the tool for the first time, you will be prompted to enter a security key (which you
will receive from Stellar in your email). Click on OK to enter the key to register the software.

After registering Stellar Active Directory Manager, you can use the software for a period of one year.
In case you want to use the tool for more than a year, you will have to renew your subscription. To
renew your subscription, select Help > Purchase. Clicking on Purchase will take you to the buy page
of the software. Once you renew it, you will receive a User Name and Registration Key in your mail.

Go to Tools > Register to renew your copy of Active Directory Manager.

You will be able to use the software till your subscription expires.

l} Note You need an active internet connection to purchase the product online. In case
of any issues, please contact support@stellarinfo.com for assistance.



mailto:support@stellarinfo.com
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User Guide Introduction

The User Guide contains sequential steps to guide and assist you through the various Active Directory
Manager functions. Each function is explained in detail in the corresponding sections. The guide covers
the following major topics:

User Management

Group Management
Computer Management
Group Policy Management
Query Management
Container Management
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Getting Started

When you launch the tool after registration, you will be prompted to enter and verify the password
to lock the application. This is a safety option and can be skipped. However, it is recommended
to lock the application when not in use.

Lock Application Details Iﬁ

Mote: Set a 'Password' to 'Lock Application' before moving away.
Skip this step, if you don't want to set a password.

Enter Password: ssnnnnens]

Retype Password: SEBRBENRS

Skip oK

Active Directory Manager User Interface

On launching the tool, the Stellar Active Directory Manager node appears in the left panel. On
expanding the node, you will see the sub-nodes that help you manage the AD objects on local as well
as Domain Computers. The Computers node represents the computers which are added to this
domain. On expanding this node, various sub-nodes are displayed and helps you manage the objects
on the computer.

The SADM User Interface is intuitive and easy to use. This section will explore the interface as follows:

= Left Panel - displays the SADM node and sub-nodes - Users, Groups, Computers,
Containers/OUs.

= Middle Panel - displays the tree of the selected sub-node. For example if you select Users in
the left panel the middle panel will display the complete list of users.

= Right Panel - displays the details of each object selected in the middle panel.

= Menu Bar - displays the available menus.

= Tool Bar - displays the toolbar options associated with each menu.

Refer the illustration below to identify the above sections in the interface.

10
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You can manage single or multiple domains. You can also add domains manually as required. The
illustration below displays the Stellar Active Directory Manager GUI and the available functions.

The table below shows the available menu options and the description of each.

new domain will be listed in the left panel
under the Stellar Active Directory

Manager node.

Name Description
File Menu
Options
Add Domain Click to add a new domain manually. The

Lock application

Use this option to lock your application
when unattended for a long duration.

Reports

Use this option to generate the various

AD Reports.

Query Manager

Use this option to query Active Directory
for multiple Users and Computers.

Group Policy
Management

Use this option to manage user settings
on multiple computers at once, specify
options for groups of computers and

11
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users, link group policies, and manage
and enforce group policies.

Tools Menu

Options

Online Activation Use this option to activate the tool online.

Manual Use this option to activate the tool

Activation manually.

Update Use this option to check for and download
online tool updates.

Apply Filter Use this option to apply filters to your
selection.

Help Menu

Options

Purchase This option is available only with demo

copies of the tool. Use this option to
place online order for the tool.

Submit Enquiry

Use this option to submit your enquiry.
Clicking the option leads to Stellar's
support page.

Knowledgebase

Jumps to Stellar's Online Support page.

Help Displays the tool documentation.

About Displays the company details

Quick Access Use this option to customize the toolbar
Toolbar and keyboard shortcuts. For details refer

to Customize Quick Access Toolbar.
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Customize Quick Access Toolbar

Active Directory Manager includes menus and commands. You can change the way these menus and
commands appear by using the Customise Quick Access Toolbar option. This option helps customize
the toolbar and keyboard shortcuts to provide immediate access to the options. You can also choose
to display the toolbar buttons below or above the ribbon. The Minimize the Ribbon feature can be
efficiently used when you need to display more number of objects and details in the left and the right
panel simultaneously.

To customize the toolbar:

1. Click the drop-down arrow button on the top-left corner of the interface or on the top-right
corner of the left panel. The options available are:

Customize Quick Access Toolbar

Maore Commands...

Show Above the Ribbon

Minimize the Ribbon

2. Select the More Commands.. option to display the Customize dialog.
To customize the toolbar:

3. Select a menu option from Choose Commands from drop-down list. The selected menu
displays the corresponding commands in the left panel.

4. Select a command and click Add to append it in the right panel and click OK to save the
changes.

5. Reset option allows you to return to the previous selection.

13



Customize |

Choose commands from:

- -

Commands:

<Separator:
Add

g‘?,, Add Domain
Exit

® Bt
GFM

‘W Group Policy Management
Lock

< Lock Application
Guerny Manager

B Query Manager
Report

&) Report

Remove

i

[T Show Quick Access Toolbar below the Ribbon

Keyboard shortcuts:

<% Add Domain
< Lock Application

oK I Cancel
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6. Click Customize to display the Customize Keyboard dialog as illustrated below.




Customize Keyboard s x|

Categonies: Commands:
File Add Domain
Tools Bt
Help Fitter
Prirt Preview Help
Knowledgebase
Lock Application
Manual Activation ;I
Cument Keys: Press new shortcut key:
A
Assigned to:
Set Accelerstor for: [Unassigned]

Defaul =l (i

Descrption:

| SzEin I Femoyve Reszet All Close

7. In the Customize Keyboard dialog, select the menu that contains the command you want to
assign a shortcut to. Enter a new shortcut key in the Press new shortcut key text box. If the
key combinations entered matches an existing shortcut, it will be displayed against Assigned
to field. It means you need to define a different set of keys. The non-matching key
combination will be displayed against [Unassigned] field. Click Assign to save the key
combination. The Description field displays the command description. The new shortcut
created will be displayed in the Current Keys list box. Click Close to save the changes and
exit the dialog,

8. The Set Accelerator for option specifies when the keyboard shortcut is available. If Default is
selected, it indicates that the keyboard shortcut is available in general.

9. Click Reset All, to restore all of the keyboard shortcuts available when you first started AD
Manager.
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Adding a Domain Manually

With Active Directory Manager you can manage a single or multiple domains. After installation, when
you invoke the tool, by default the existing domains are listed in the left panel. However, if the
domains are not listed in the left panel, you can add them manually. You can add any number of
domains. With Active Directory Manager, you can manage local and remote domains from a central
location.

To add a domain:

1. Click the Add Domain toolbar option. The Add Domain Manually dialog is displayed.

Add Domain Manually ﬁ

Enter user name and password along with domain name:

Domain Mame:  ASTER

User Mame: Joe

Password: Tl

Add Domain Cancel

e o

2. In the dialog, type the Domain Name, User Name and Password. Click Add Domain. The
domain added, is appended to the list in the left panel. You can expand the domain node to
display the child nodes corresponding to Organizational Units, Domain Controllers, and
Groups- local, global, and universal.

You can right-click the domain name node in the left panel and view its Properties and FSMO Roles.

16
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Domain Properties

You can view the properties of any of the domains listed in the left panel.
To view the domain properties:

= Select the domain in the left panel and right-click, select Properties from the pop-up menu.
The Domain Properties dialog is displayed.

Domain Properties x|
Domain Name (Pre-Windows 2000): | ACTIVEDIRECTORY
Description: | Marketing Group
— Object Information:
Object Class: Diomain
Created: 6/25/2013 5:54:21 AM
Modified: 8/26/2013 6:29:01PM
Update Sequence Mumbers (LISMs):
Current: 8327
Original: 4099
| Bea

The dialog displays the following details:

Domain Name: The selected domain name is automatically populated.
Description: You can enter a domain description as required.

Object Information: These are system generated details and cannot be modified.

After viewing the details, click OK to exit the dialog.
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View FSMO Roles

The FSMO is responsible for managing and ensuring the smooth running of the AD infrastructure. The
role includes five level of operations that are automatically installed.

To view the FSMO roles:

= Right-click the domain name in the left panel, select View FSMO Roles. The FSMO Roles screen
is displayed as illustrated below:

FSMO Roles . x|

Following servers have FSMO roles in domain:  ACTIVEDIRECTORY

Schema Master IJOhI‘I Edward

Domain Maming Master IJDhn Edward

Infrastructure Master I John Edward

RID Master | John Edward

PDC Emulator | John Edward

[ o ]

The screen displays five level of operations as described below:

Operations Description
Schema Master The Schema Master controls all updates and modifications
to the schema. The schema is shared between every Tree
and Domain in a forest and must be consistent between
all objects.
Domain Naming Master A new Domain added to a forest must have a unique
name within the forest. The Domain naming master is
responsible for identifying the entire forest area, and
must be available when adding or removing a Domain in

a forest.

Infrastructure Master The user-group references are modified or updated by
the Infrastructure Master.

RID Master The RID Master's responsibility is to allocate RIDs to DCs
within a Domain.

PDC Emulator The PDC Emulator handles changes to user accounts

and emulates an NT PDC for backward compatibility.

18
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User Management

Managing Active Directory is challenging to most IT Administrators. In a large and complex windows
network, manual configuration of user properties is a herculean task and also error-prone. To perform
these tasks the administrator needs to be very efficient, as it demands specialization as well as quick
action. Stellar Active Directory Manager makes it possible to manage single as well as multiple users
simultaneously and thus saves time and effort. The User Management module helps perform the
following functions efficiently:

Creating New User
Single User Management
Single User Properties
Bulk User Management

The above functions are further explained in detail in the subsequent sections.

19
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Create New User

Routine tasks of Administrators include creating multiple users which requires time and effort. With
Active Directory Manager, you can create users manually or you can create bulk users by importing
.CSV file that contains the necessary user attributes. Thus, with a single attempt you can create users
in bulk and save on time.

To create a new user:

1. Select A1l Users > New User. The Create New User dialog is displayed.

2. Click Browse to select the container in which you want to create the user. By default the
Users container of the selected domain is populated.

3. Type the User Name, Password and Confirm Password.

Create New User

Create In:

Mame:

Password;

pimpe
| FERREER
Confirm Password: I (XTI L]

¥ Copy property of anothor user

Bitter

Brassica-nigra
Bristly-ox-tongue
bryony
Bugle-rampante
Campion
Chamomillarecutita
Chicory

chiffon Ballerina
Epilobium-ciliatum
foemina

Galium
Geranium-sanguineum
Guest

horehound

knapweed

krbtgt
Leontodon-autumnalis
Melampyrum
Melittis-melissophyllum
Mentha-suaveolens

Ornithogalum-pyrenaicum

Pimpernel
Sdlla-autumnalis
Silene-atifolia

X

Browse |

-
W
| =1

SeEPropethies

Add Another User | Cancel |

3. Select the option Copy Properties of another user,

an existing user.

4. Click Set Properties to set the new user properties.

to create a new user with the properties of

5. You can continue to add more users to the container by selecting the option, Add another

User.

6. Click Create, to create the user in the selected container.

20
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Single User Management

The Active Directory Manager helps the administrator to modify user attributes and reset password,
rename user, move user to another container, etc.

Under the Active Directory node, select the sub-node Users and double-click to expand the list. The
expanded list is displayed in the middle panel as illustrated below. Select a user and right-click to view
the available management options.

H@ WL T Stellar Actiy
File Tools Help

i I -

W -« & FE = 2

Add Lock Report Query GPC
Domain || Application Manager Management
Add Lock Report || Query Manager GPM Exit
Entire Metwork | E-iL ACTIVEDIRECTORY B
Do
Ela Entire Metworks ___L__*Elm 1.“5'3’5
b f_, Microsoft Terminal Services Administrator
E| t_’ Microsoft Windows Network r# Agrimania eupatoria
=% ACTIVEDIRECTORY ---.# Anagallis
El-| . Domain Controllers Betony
Lj T W
...... g CIAMOND b Birdsfoot-trefoil
e, :f Computers T Bitter
...... d DIAMOND i Brassica-nigra
..... il Clean Up @ Bristly-ox-tongue
----- .| Containers/OUs g bryony
B Users .# Buglerampante
..... 3 Groups @ Campion
..... ) Deleted Objects @ Chamomilla-recutita
--[F] saved Query @ Chicory
- ﬂ’ ADS @ chiffon Ballerina
-y ASEXD7 @ Epilobium-ciliztum
Eﬂ"'.ﬂ’ BACKLP .# foemina
¥y DOMAIN2012 g Galium
EEI'".#, DRS i Geranium-sanguineum
Eﬂ"'.ﬂ’ HOME * Guest
Eﬂ"'.ﬂ’ MSHOME .# horehound
- g%a MYDOMAIN [y knapweed

Copying a User
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Use this option to copy a selected user to another container. To copy a user:

1. Select User > Copy. The Copy User dialog is displayed.

Copy User
Create In; I Chi=lizers Browse
MName: I brist
Password: I Ty

Confirm Password: I LA Ll

ko ]

2. In the dialog, type and confirm the password and click on Copy. The corresponding container
list is displayed.

Select Container x|

ACTIVEDIRECTORY

- Builtin

- Computers

- Domain Controllers

- ForeignSecurityPrincipals
- LostAndFound

- Managed Service Accounts
- Program Data

- System

.

3. Select the container where you want to copy the user and click OK.
Moving a User

Use this option to move a user from one container to another. To move a user:

= Select User > Move. Select the container to which you want to move the user and click OK to
complete the action.
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Disable Account

Use this option to remotely disable any user account.

= Select User > Disable Account. Click Yes to confirm the action.

Enable Account

Use this option to remotely enable a user account.

= Select User > Enable Account. Click Yes to confirm the action.

Reset Password

Use this option to remotely reset the user password in any domain.

1. Select User > Reset Password.

2. In the Reset Password dialog, enter the new password and for security purpose it is
recommended to select the option User must change password at next logon.

3. If the user account is locked, you can unlock it by selecting the corresponding check box

option.
Reset Password i x|
Mew Password: i I TTTITTY]

Confirm Password: | sesssss

Pasaword is matched,
[ user must change pazsword at next logon
Account lockout status on this Domain Controller:  Unlodked

I | Unlock the user's accotint

Ok, Cancel

Unlock Account

Use this option to remotely unlock the locked out user account.

=  Select User > Unlock Account. Click Yes to confirm the action. This menu option is enabled
only if the user account is locked, else the option appears disabled in the right-click menu.

Delete User

Use this option to remotely delete a user in any domain.

= Select User > Delete. Click Yes to confirm the action.

Rename User
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Use this option to remotely rename a user in any domain.

= Select User > Rename. In Rename User dialog enter the applicable details and click OK to
save the changes.

x

Full Mame: I Buglerampante

First Name: | Bugle

Last Mame: | rampante

Display Name: I Bugle-rampante

User Logon Mame:

Buglerampante | @activedirectory.local j

Pre-Windows 2000 Logon Name: I Buglerampante

ok | cancel |

View Logon Information

Use this option to view the total number of successful and failed logon information of any user
account.

= Select User > View Logon Information. Click OK to exit the dialog.
Logon Information x|

Logon information for:  Administrator

Last Logon: | 18/07/201307;36:38 PM

Total Logans: |16

Total Bad Logons: I o

View Details

Use this option to remotely view the details of any selected user.

= Select User > View Details. The user details like the Attribute Name and Attribute Value is
displayed in the right panel.

Permissions

24



Use this option to view the permissions of any user.

= Select User > Permissions. The permission details like the Object Name, Access Type,
Trustee, and Permission Type are displayed in the right panel.

Set Group Attributes

This option helps you set Group attributes of a user. You can add a user to a group, remove user from
the group or set the user primary group.

= Add to Group
Select User > Add to Group. When the Add to Group dialog is displayed select the group to which
you want to add the user and click OK.

= Remove from Group
Select User > Remove from Group. In the Remove from Group dialog, select the group, to remove
the user from the group and click OK.

=  Set Primary Group
Select User > Set Primary Group. In the Set Primary Group dialog, select the group and click OK.

25
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Single User Properties

The Stellar Active Directory Manager, helps the administrator to set and modify the individual user
attributes and reset password, rename user, move user to another container and enable or disable a
user account. The illustration below displays the User Properties' tabbed dialog. Each tab page is
explained in detail in the subsequent sections

Bugle-rampante User Properties . il

General | Contact | Account and Member OF | Profile | Organization | Dialin and Remote | Terminal Services |

~Info ~ Password Security

First Name: | Bugle Initials: Mrs [ User Must Change Password at Next Logon
W

{3t Namie- I T ¥ User Cannot Change Password
¥ Password Mever Expires

Display Mame: I Bugle-rampante
™ Account Disabled

Description: IThe bugle has dark green leaves with purple highlights. T° W e

Office; I Cosmo france winchester street
Account Expires

Telephone Number: I 0116533355 {&" Never:

. C Endof |75 7]
E-mail: I Bugle.rampante @gmail.com
Web Page: I www.Buglerampante.com

OK I Cancel

General

Use this page to modify the user properties like Display Name, define password limitations like User
Cannot Change the Password, Password Never Expires, Must Change the Password at Next Logon and
so on. You can also modify the user's other attributes such as Office, Telephone number, E-mail and
Web Page as well.

Contact

Use this page to modify the user contact details and instructions if any.
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Account and Member of

Use this page to modify the user account options, Group Name and Container Path details. The
account options that can be modified are:

Account Options

Description

Store Password using
reversible encryption

If the option is enabled, the settings decides if the operating system
stores the password using reversible encryption. By default the option
is disabled.

Smart Card is required
for interactive logon

If the option is selected, the user can only log on to the computer
interactively using a smart card. If the option is cleared then the user
can log on to the computer using any method. By default the option is
disabled.

Account is trusted for
delegation

If enabled, allows a service running under this account to perform
operations on behalf of other user accounts. By default, this option is
enabled.

Account is sensitive and
cannot be delegated

You can use this option if the account is a temporary account and
cannot be assigned for delegation by another account.

Use DES encryption
types for this account

Provides support for the Data Encryption Standard and depends on the
level of encryption being used by your organization.

Do not require
Kerberos pre-
authentication

Enable this option if the user does not require identity authentication.
By default this option is disabled. It is advised that this option should
be used with caution as enabling this option provides additional
security.

Profile

Use this page to configure the user profile environment when a user remotely connects to a terminal
server and also to modify the Terminal Services Profile. The User and Terminal Services user profile
that can be modified are:

User / Terminal
Profile Options

Description

Profile Path Use this option to set the complete profile path assigned to the user
when the user connects to a terminal server. You must assign a

separate Terminal Profile for the Terminal Services session.

Logon Script Use this option to set the script path for the user.

Local path Specify a path to a home folder to be used for the User and the
Terminal Services sessions. The folder can be either a local folder or a

network share.

Connect and To

Specify the drive and the profile path to connect to.

Modifications made in the Terminal Profiles applies only to Terminal Services. You can also restrict the
user from logging to other Terminal Server by selecting the corresponding check box option.

Organization
Use this page to set the organization details like Department and Company and User's title.
To specify the user's manager:
1. Click Change and then select the user's manager from the Select User dialog box. When you
specify a manager, the user shows up as a direct report in the manager's account.
2. Click OK to apply the changes.

3. The Object name is displayed in a default format, which is the canonical name.

Dial-in and Remote
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Use this page to set the dial-in properties that are used allow or deny a connection attempt by a user.

The properties that can be set are:

Property Name

Description

Remote Access Permission
(Dial-in or VPN)

Use this property to set remote access permission to explicitly
allow, deny, or determine through remote access policies.

Verify Caller 1D

If this property is enabled, the server verifies the caller's phone
number. If the caller's phone number does not match the
configured phone number, the connection attempt fails.

Callback Options

If this property enabled, the server calls the caller back
(Always Callback to) during the connection process. The phone
number that is used by the server is Set by Caller or the
network administrator.

Assign a Static IP Address

Use this property to assign a specific IP address to a user when
a connection is made.

Remote Options

Use this option to configure remote control for the connection.

Enable Remote Control

Enable this property to remotely view or control a user's
session.

Require User's Permission

Enable this property to seek permission to view or participate
in the session.

Level of Control

Click View the User's session to specify that the user's session
can be viewed only, or click Interact with the session to specify
that the user's session can be actively controlled.

Terminal Services

You can use Terminal Services Configuration to configure per-connection settings on a terminal server.

You can configure the following settings by using Terminal Services Configuration:

Terminal Services
Configuration

Description

Start the following program
at log on

Enable the option to configure an initial program for the
connection.

Program File Name

Type the file name of the program that you want to start when
the user logs on to the terminal server.

Start in Type the working directory path for the program.
Client Devices Select the appropriate client devices as required
Sessions Select the required options to End a Disconnected Session, set

Active Session Limit and to set Idle Session Limit.

Disconnect from session

Enable the option to disconnect the user from the session.

End Session

Enable the option to end the session and delete it from the
server permanently.

Allow Reconnection

From any client

Enable this option to allow the user to reconnect to a
disconnected session from any computer.

From Originating client only

Enable this option to allow the user to reconnect to a
disconnected session from only the client computer where the
session originated.
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Bulk User Management

Active Directory Manager allows you to create and manage multiple user accounts in the Active

Directory at a single attempt. You can import the user attributes from a single .CSV file while creating

user accounts, and common configuration and modifications like Enabling and Disabling the users,
moving home folders, or resetting passwords can be performed with few mouse clicks, thereby
minimizing your time and effort. It also allows you to manage multiple attributes of user accounts in
just a single step. The module, allows you to manage the user accounts and the entire Active
Directory efficiently.

The common Active Directory management functions, administration and attribute changes that can
be performed with ease are:

= Enable/Disable/Delete/Move/Unlock Users
=  Modify Attributes for Multiple Users
= Move Home Folder

= Reset Passwords for Multiple Users
=  Manage Groups and Memberships

Enable Users

Use this option to enable multiple Active Directory users simultaneously.
To enable multiple users:
1. Select A1l Users > Bulk User Management > Enable Users. The Select Users dialog is
displayed.

2. Select the users to enable and click OK. Click Yes to confirm the action.

Disable Users

Use this option to disable multiple Active Directory users simultaneously.
To disable multiple users:
1. Select A1l Users > Bulk User Management > Disable Users. The Select Users dialog is
displayed.

2. Select the users to disable and click OK. Click Yes to confirm the action.

Delete Users

Use this option to delete multiple Active Directory users.

1. Select A1l Users > Bulk User Management > Delete Users. The Select Users dialog is
displayed.
2. Select the users to delete and click OK. Click Yes to confirm the action.
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Unlock Users

Use this option to unlock multiple Active Directory users.
1. Select All Users > Bulk User Management > Unlock Users. The Select Users dialog is
displayed.
2. Select the users to unlock and click OK. Click Yes to confirm the action.

Move Users

Use this option to move multiple Active Directory users to a different Container.
1. Select A1l Users > Bulk User Management > Move Users. The Select Users dialog is
displayed.
2. Select the Users to move and select the Container to move to and click OK. Click Yes to
confirm the action.

Move Home Folder

Use this option to move Home Folder.
1. Select A1l Users > Bulk User Management > Move Home Folder. The Move Home Folder
dialog is displayed.
2. In the Move Home Folder to text box specify the drive and the home folder name.
3. In the Move Profile to text box specify the folder path and click OK.

Reset Password

As an administrator you can bulk reset password options with few mouse clicks, thereby avoiding
multiple steps involved.

1. Select All Users > Bulk User Management > Reset Password.
2. In the Reset Password dialog, enter the new password and for security purpose it is
recommended to select the option User must change password at next logon.

3. If the user account is locked, you can unlock it by selecting the corresponding check box
option.

Add to Group

Use this option to assign a Group to multiple users.
=  Select All Users > Bulk User Management > Add to Group. The Add Group list is
displayed. Select the Group that you want to assign to the selected list of users, and click OK
to save the changes.

Remove from Group

Use this option to remove list of users from a Group.

= Select A1l Users > Bulk User Management > Remove from Group. Select the Group that
you want to remove for the selected list of users, and click OK to save the changes.

Set Primary Group

Use this option to assign a Primary Group to multiple users.
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= Select A1l Users > Bulk User Management > Set Primary Group. Select the group that
you want to set as the primary group for the selected list of users, and click OK to save the
changes.

View Group Membership

Use this option to view group membership of multiple users.

= Select A1l Users > Bulk User Management > View Group Membership. Select the userS
from the list to view the group membership.

Change Profile Attributes

Use this option to bulk change the user profile attributes.

= Select A1l Users > Bulk User Management > Change Profile Attributes. The Change
Profile Attributes dialog is displayed. The following user profile attributes can be changed.

User Profile Options Description
Profile Path Specify the complete profile path.
Logon Script Specify the script path for the Users.
Local path Specify a path to a home folder to be used for the
Users
Connect and To Specify the drive and the profile path to connect
to.

Change Contact Attributes

Use this option to bulk change the user contact attributes.
= Select A1l Users > Bulk User Management > Change Contact Attributes. The Contact

Attributes dialog is displayed. Change the attributes as required and click OK to save the
changes.

Change Address Attributes

Use this option to bulk change the user address attributes.
= Select A1l Users > Bulk User Management > Change Address Attributes. The Address
Attributes dialog is displayed. Change the attributes as required and click OK to save the
changes.

Manage User Workstation

Use this option to manage user workstation.

= Select A1l Users > Bulk User Management > Manage User Workstation. The Logon To
dialog is displayed. Add or remove computers as required and click OK to save the changes.
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Logon To
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Filter Users

Filtering the user list helps you manage the list more efficiently. You can choose to view a list of only
those users whose name begins with a certain alphabet.

To filter users:

1. Select A1l Users > Apply Filter. The Filter dialog is displayed. In this example, create a
filter designed to retrieve users whose name begins with the alphabet a.

i

Select Condition
™ Show Al

= Starts With

E

x|

2. Under Select Condition, select the radio button Starts With and type 'a" in the text box and
click OK, to display an alphabetically filtered list of users whose name begins with 'a’. Show

All displays the complete list.
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Export Users

Active Directory holds valuable organizational information. This information can be very useful from an
administrative point of view. Using the below mentioned options, you can extract and store
information about specific users in a .CSV format for future use. The Export options are:

Export Users to .CSV File

This option allows you to export a blank user template that contains standard user attribute values,
which can be applied while creating bulk users. The two export options are:

Export Blank User Template
To Export Blank User Template:

1. Select Export Users to .CSV File > Export Blank User Template.
2. In the Import/Export file path dialog, Browse to select the file path, and click OK to complete

the process.
3. After the blank template is created successfully, a corresponding message is displayed.

Import [ Export File path . x|

Select file path to export blank file for manual entry of new
LISET,

File Path :
I C:\Users\Administrator . PANKAIRATHI \Desktopexport 1. cav

Browse

ok | cancel |

l:;‘;:’ Note The blank template created, is used to add users manually. You cannot import
users to the blank template.

Export Users
To export users:

1. From the middle panel, select All Users > Export Users to .CSV File > Export Users.
2. In the Import/Export File Path dialog, specify the .csv file path to export the users.
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| Import [ Export File path 1 x|

Select file path to export users.

File Path @
I C:Wsers\Administrator PAMEAIRATHI \Desktopexport2. csv

Browse

ok | canel |

3. Click OK to continue with the export process.
4. From the Select Users list, choose the users to export.

x

All Users :l
O & setony

O :, betoryre joe. lee

O G irdsfoot-trefoil

[ e Bitter

D i Brassica-nigra

¥

»

O .:, Bristly-ox-tongue
O & bryeny

O & suglerampante

a Campion

:':l Chamomillarecutita
l.?.l- Chicory

O & chiffon Ballerina

O &DismuerySearmMailhax {D919BA05-40AG6-
O :,, Epilobium-ciliatum
0 &

[ B ===

FederatedEmail 4c1f4d3b-3 1?9—4148—93?
4

|
SelectAl | Unselectal | ok |

F
-

5. Click OK to continue. After the users are exported successfully, a corresponding message is
displayed.
The users are exported along with their properties. The exported users can be restored later as
required.
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Import Users

Active Directory Manager provides you the flexibility to import user details from a .CSV file. The .CSV
file should contain the attribute names as defined in the Active Directory.

To Import Users:

1. Select All Users > Import Users from .CSV File.
2. In the Import/Export file path dialog type the .csv file path or Browse to select the file.

| Import [ Export File path ) ﬁl

Select file path to import users,

File Path :
| C:WUsers\Administrator, PAMKA IR ATHI \Desktop\export?. csv

Browse:

oK | Cancel |

3. From the Select Users to Import list, choose the users to import from the .CSV file.
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Select User{s) to import ﬁ!

All users in file

Campion
Chamomillarecutita
O chicory

1] |
SelectAl | Unselect All | ok |

After the successful import of the users, a corresponding message is displayed. The imported users
are displayed in the hierarchy as normal users.

It is advised, that you carry out the import process cautiously as

~5>Note
M duplicate user names if any, will be replaced. It means if a user name
already exists in AD then it will be replaced by the new imported user

with the same name.
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Cleaning up Users

Over a period of time, User accounts become obsolete and needs elimination. With Active Directory
Manager you can trace all the inactive, disabled, account-expired users in Active Directory. If your
organization uses an Active Directory housekeeping policy, you must follow it to clean up the users.
The cleaning up process enhances the performance of your Active Directory.

To clean users:

1. Select Active Directory > Clean up. The Clean Up dialog is displayed.

Clean Up i x|

The inactive Users/Computers list is shown after selecting the object type and time peried for inactive Users/Computers,
You can select the UsersfComputers from list and can perform delete or disable operation on selected Users {Computers.

Select Ohject ———— —Select Days and Ty'pe .
¥ Users Inactive For [ Ehiame @
" Computers [T Excude Never Logon ™ Exdude Disabled -
[T Select all
Mame | Path | Last Logon Time | When Created -
O :l Agrimonia eupatoria  LDAP:// DIAMOND JC...... i] 7152013 8:58:02 PM
O & Anagalis LDAP:// DIAMOND jC...... 0 7/15/2013 9:13:49 PM
O & setony LOAP:// DIAMOND JC...... 0 7/15/2013 9:01:32 PM
O & sirdsfoot-trefuil LDAP:// DIAMOND /C...... i 7/15/2013 9:01:43 FM
O &, sitter LDAP:// DIAMOND jC...... 0 7/15/2013 9:02: 15 PM
O :., Brassica-nigra LOAP: /f DIAMOND JC...... 1] 7/15/2013 9:03:33 FM
M| a, Bristly-ox-tongue LOAR: /f DIAMOND fC...... i] 715/20139:15:59 PM
O & bryony LDAP:// DIAMOND JC...... 0 7/15/2013 9:02:51 PM
O .: Bugle-rampante LDAP:// DIAMOND JC...... i 7f15/2013 9:16:19 PM
D ,3 Campicn LDAP:/f DIAMOND fC...... 0 7/15/2013 9:16:32 PM
O t:l Chamomilla-recutita LDAP:/{ DIAMOND JC...... i] 7/15/2013 8:5%:51 PM
O & chicory LDAP:// DIAMOND jC...... 0 7/15/2013 9:17:06 PM
M| :,, chiffon Ballerina LDAP:/f DIAMOND fC...... 1] 7152013 8:56:05 PM
O & epicbium-dliatum  LDAP:// DIAMOND /C...... 0 7/15/2013 8:59:01 FM
E .,,:; Fagmma LDAP: ,f; DIAMOND ,fc ...... i ?{15{2013 9:15:40 PM _|;|
4| | &
Total no. of obiects : 32 Delete | | Disable | | oK | | Cancel |

2. From the Select Object option choose Users.
3. From Select Days and Type option, choose the number of days the user has been Inactive
For. To narrow down the result further, select Exclude Never Logon to omit the display of
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users who never logged on to any computer and select Exclude Disabled, to exclude the
disabled user names in the result.

Choose Select All to Delete or Disable the user accounts.

After deleting or disabling the user accounts click OK.
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Group Management

Managing Active Directory Groups is a tedious task for most Active Directory administrators, as it
requires time and effort. Configuring groups and assigning various group attributes is a complex
procedure and involves multiple steps even to achieve simple tasks. Active Directory Manager eases
the otherwise complicated task of managing Active Directory Groups. The two important aspects of
Group Management are:

= Create New Group
=  Bulk Group Management
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Create a New Group

Creating new groups in Active Directory is accomplished in much the same manner as creating a new
user or a new OU. After creating the group, you can manage its memberships.

To create a new group:

1. Double-click Groups in the left panel.
2. In the middle panel, select Active Directory > Global Groups > New Group. The Create
New Group dialog is displayed.
Create New Group ' ) . _>_C]
Create In:
| PANKAIRATHI/DC=activedirectory,DC=local
Group Mame:
Imanagers *
Group Mame {(Pre-Windows 2000): U‘
|managers
Group Scope ———————— ] Group Type
& Global ¢ Distribution _Greate |
" Universal
Cancel

Type the Group Name. The name specified in this field is automatically populated in Group
Name (Pre-Windows 2000).

Select a Group Scope - Global. The group scope establishes where the group can be used and
what types of objects it can contain. There are three options for Group Scope:

Domain Local - a domain local group can only be used within a single domain. A domain local
group can have users, global groups and universal groups as members.

Global - a global group can be used throughout a domain tree, that is, the current domain and
all child domains. A global group can have users and other global groups as members.
Universal Group - a universal group can be used anywhere and can have users, global groups
and other universal groups as members.

Select a Group Type. The group type establishes what services can be applied to the group.
There are two options for Group Type.

Security - A security group is used to assign permissions to network resources.

Distribution - The Distribution group is used for e-mail distribution lists or for grouping
purposes.

Click Create to create the new defined group. After the group is created successfully, a
corresponding message is displayed.

The new group is added under the Global Groups in the middle panel as displayed in the
following illustration.
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Akd Lock Report Query
Dromaln || Application Manager Management
Add Lock Report | | Query Manager GPM Exit
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Eﬁ Entire Metworks = ‘E:‘ Global Groups ftH Mame
4% Microsoft Terminal Services B ﬁi DnsUpdateProxy f E-mail
El[j Microsoft Windows Network . ‘t:‘ Domain Admins i Description
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=/ 4, Domain Controllers t‘:. Domain Controllers ¥ Created On
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; PAMKAIRA-GTCEAT m Exchange Install Dom
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vipintyagit g -
comp 2, Local Groups
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Single Group Properties

After creating a group, you can define its properties to match your requirements.
To view, modify or define group properties:

= Select Group > Properties. The selected Group Properties dialog is displayed. The illustration
below displays the properties for a group called 'rest'.

rest Group Properties § El

General | Members | Member OF | Managed By | Object |

0 .
w

Group Mame (Pre-Windows 2000): I rest

Description: I group

E-mail: I resti@amail local

rGroupScope—— | [ GroupType
+ Domain Local ~ Security
£ Glokal | Gistribution

(= Urjversal

Motes:
rest group ﬂ

The various group properties are:
General

Use this option to view and modify the General options of the group.
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General Options

Description

Group Name (Pre-
Windows 2000)

It is the Group name.

Description

It is the description of the Group.

E-mail

It is the E-mail id of the Group.

Group Scope

Select the Group Scope from the available options. The options
available are:

Domain Local

A domain local group can only be used within a single domain. A
domain local group can have users, global groups and universal
groups as members.

Global A global group can be used throughout a domain tree, that is, the
current domain and all child domains. A global group can have users
and other global groups as members.

Universal A universal group can be used anywhere and can have users, global
groups and other universal groups as members.

Group Type Select a Group Type. The options available are:

Security A security group is used to assign permissions to network resources.

Distribution Select the Distribution option if you intend to use the group for e-mail
distribution lists or for grouping purposes. The primary purpose of this
type of group is to group relate objects together.

Notes Use this option to write group specific comments or notes.

Members

Displays the list of members of the group. You can Add more members or remove members as
required. The list displays the Member Name and the complete folder Path.

Member Of

The list displays groups from the current domain and groups that are maintained in the global Catalog,

for example, the Universal Groups.
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rest Group Properties El

General | Members Mﬂﬁa'ﬂflrﬂmagedaylchjectl

Members Cf;
Mame I Active Directory Folder I
?ul Administrators CN=Builtin,DC=activedirectory,DC=L...

Add I Remnve

This list displays only groups from the aarrent domain and groups
maintained in the Global Catalog, such as universal groups.

Ok I Cancel

Managed By

Displays the Administrator details. The details can be changed as required. Select the option Manager

can update membership list to enable the Manager to update the list.

Object

Displays the complete object details like the Canonical Object Name, Path, Category and the Object
Class.
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Single Group Management

The Active Directory Manager helps the administrator to modify group attributes, rename group, move
group to another container, etc.

In left panel select the group created and right-click to view the available options to manage the
group.

Copying a Group
Use this option to copy a selected group to another container. To copy a group:

1. Select Group > Copy. The Copy Group dialog is displayed.
2. Browse to selection the location to copy the Group and assign a group Name.
3. Click OK to copy the group. If the operation is successful a corresponding message is
displayed.
Moving a Group
Use this option to move a group from the current container to another container.

=  Select Group > Move. Select the container to which you want to move the Group.

Renaming a Group

Use this option to remotely rename a user in any domain.

=  Select Groups > Group Name > Rename. In Rename Group dialog enter the Common Name
and Pre-Windows 2000 Name and click OK to save the changes.

Deleting a Group

Use this option to remotely delete a Group.

=  Select Groups > Group Name > Delete. Click Yes to confirm the action.

Adding Member to Group

To add a member to a Group:

1. Select Groups > Group Name > Add Member.
2. From the Select Member list, choose the member to add to the group and click OK

Removing a Member
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To remove a member from the Group:

1. Select Groups > Group Name > Remove Member.
2. From the Select Member list, choose the member to remove and click OK

Copying to Server

To copy a group to another computer:
1. Select Groups > Group Name > Copy to Server.
2. In the Copy Group to other Computer dialog, click Find to select the computer to copy the
Group and click OK.

Copying Members to Group

To copy members to the Group:
1. Select Groups > Group Name > Copy Members to Group.

2. In the Copy Member to Group dialog, type the Group name and click OK.
3. Select the members to copy and click OK.

Copy Member To Group i 5'

Enter destination group name;

[ Managers

Mote: Group name entered should be in the same
category and domain as the source group.

oK I Cancel

Viewing Group Details

To view details of the group:

= Select Groups > Group Name > View Group Details. The group details are displayed in the
right panel as illustrated below.
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[l & ACTIVEDIRECTORY 21|l attribute Mame | Attribute Value
E!g‘ Global Groups ] Mame rest
o I:‘?calﬁmups {5 E-mail rest@gmail.local
H ".: Arcount Operators ﬂﬂ Description group
L+ "‘dm'“'“at:f i path JIPANKAIRATHL/CN=rest, DC=activedirectory,DC =local
i Eeml_"tehfe i ff created on 8/1/2013 10:32:07 PM
a eplicator i changed on 8/2/2013 12:28:39 AM
e Server Operators ﬂﬂ T 2
; ::. Terminal Server License Servers e o
::, Users )
::. Windows Authorization Access Group G et
::. refg
::, rest:

=45 Universal Groups
[+, Enterprise Admins

Viewing Group Members

To view direct members:

1. Select Groups > Group Name > View Group Members> View Direct Members Only.
2. The Direct Group Members list is displayed in the right panel.

To view all members:
1. Select Groups > Group Name > View Group Members > View All Members.

2. The list displays all the members in the Group in the right panel.

Viewing Group Permissions

To view the permissions of the selected group:
=  Select Groups > Group Name > Permissions. The permissions are displayed in the right
panel.
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Filter Groups

Filter groups is similar to filtering the users. Filtering the group list helps you manage the list more
efficiently. You can choose to view an alphabetically filtered list or the complete list of groups.

To filter groups:

1. Select A1l Groups > Apply Filter. The Filter dialog is displayed. In this example, create a
filter designed to retrieve groups whose name begins with the alphabet w.

Fiter .

Select Condition
i~ Shaw all

i Starts With

fw

x|

2. Under Select Condition, select the radio button Starts With and type 'w" in the text box and
click OK, to display an alphabetically filtered list of groups whose name begins with 'w'. Show
All displays the complete list.
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Bulk Group Management

Bulk Group Management allows you to add members, remove members from the selected groups,
move groups to a different container, view group memberships, delete groups, copy groups to a
server and copy members from a single group to multiple groups.

Adding Members to Group

To add members to Groups:

Select Groups W

1. Select Global Groups > Bulk Group Management > Add Members.
2. From the Select Groups list, choose one or more groups and click OK

Select Groups

X

Common Mame

| aps path

O .T: DnsAdmins

O 25 penied RODC Pass...

O ::J Allowed RODC Pass. ..
s Terminal Server Lic...

O 25 windows Authoriza. ..

O 25 incoming Forest Tr...

O 5 Pre-Windows 2000 ...

A

LDAP:/f DIAMOND JCN
LDAP:/f DIAMOND fCN
LDAP:/f DIAMOND /CN
LDAP:/f DIAMOND JCN
LDAP:/f DIAMOND fCN
LDAP:/f DIAMOND fCN
LDAP:/f DIAMOND fCN

= DnsAdmins, CM=Users, DC=actived
= Denied RODC Password Replication
= Allowed RODC Password Replicatio
= Terminal Server License Servers,Cl
= Windows Authorization Access Gro
= Incoming Forest Trust Builders, CN-—

= Pre-Windows 2000 Compatible Acc

O ::: Account Operators LDAP: /f DIAMOND fCHN = Account Operators, CH=Builtin,DC:
O :.:' Server Operators LDAP: /f DIAMOND /CM = Server Operators,CM=Builtin,DC=:
O :;- RAS and [AS Servers  LDAP:// DIAMOMND /CN = RAS and IAS Servers,CM=Llzers,Di
O :;J Cert Publishers LDAP: /f DIAMOMD fCN = Cert Publishers, CM=Users, DC=act
O u"s:' Certificate Service ...  LDAP:/f DIAMOMD [CN = Certificate Service DCOM Access, C
O u.-:‘ Event Log Readers LDAP: /f DIAMOMD fCN = EventLog Readers,CH=Builtin DC:
O d‘a Cryptographic Oper... LDAP:/f DIAMOMD fCN = Cryptographic Operators, CHM=EBuilt
O 5 ns_wsks LDAP:// DIAMOND /CN = IIS_IUSRS,CN=Builtin,DC=activedi
::! Distributed COM Us,.. LDAP:/f DLAMOMD /CN

= Distributed COM UsersiCN—BmItl_I_I

Select All | Urselect Al

6]

Can

::FJ

Removing Members from Groups

To remove members from Groups:
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1. Select Global Groups > Bulk Group Management > Remove Members.
2. From the Select Groups list, choose one or more groups and click OK.




Moving Groups

To move groups from one container to another:
1. Select Global Groups = Bulk Group Management > Move.
2. From the Select Groups list, choose one or more groups to move and click OK

3. From the Select Container list, select the container where you want to move the selected
groups and click OK.

Viewing Group Membership

To view direct group members:
1. Select Global Groups > Bulk Group Management > View Group Members > View Direct
Group Members Only.
2. The Direct Groups Members list is displayed. Click OK to exit the list.
To view all members:
1. Select Global Groups > Bulk Group Management > View Group Members > View All

Members.
2. The list displays all the members in the Group. Click OK to exit the list.

Deleting Groups

Use this option to delete groups in bulk.
To delete groups in bulk:
1. Select Global Groups > Bulk Group Management > Delete Groups.

2. From the Select Group dialog, select the groups to delete and click OK.
3. When prompted to confirm deletion, click Yes.

Copying Groups to Server

Use this option to copy selected groups to a different server without affecting the original groups.
To copy groups to the Server:

Select Global Groups > Bulk Group Management > Copy to Server.

From the Select Groups dialog, select the groups to copy to the Server and click OK.

In the Copy Group to other Computer dialog, enter the target server name and click OK.
You will be prompted to enter the login credentials. Type the details and click OK.

PR

Copying Members to multiple groups

Use this option to copy single group members to multiple groups.

To copy members to multiple groups:
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Select Global Groups > Bulk Group Management > Copy Members to Multiple Groups.
From the Select Group to Copy Members dialog, select the group to copy the members and
click OK.

In the Select Group dialog, select multiple groups where you want to copy the members and
click OK.
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Restoring Deleted Objects

All the deleted Active Directory objects are listed under Deleted Objects in the left panel. Selecting
Deleted Objects in the left panel expands the list in the middle panel and displayed under Deleted
Groups as illustrated below.

Entire Metwaork a1 = iy ACTIVEDIRECTORY
Eli Entire Networks D ;:a
if_, Microsoft Terminal Services s g NIV B RestoreAll _I
=4 Microsoft Windows Netwark - Deleted Compurers—7
=gy ACTIVEDIRECTORY || | [ Deleted Contacts
=", Domain Controllers & E Deleted MSMQ Queue Ali
----- 'y DIAMOND -] Deleted OUs
= -j Computers - u.,. Deleted Users
..... ,j DIAMOND - 5-----u Soldanella alpina
----- ~ I 000000C-67CFAT
..... ?ﬁ: Clean Up
----- || Containers/0OUs
g - 1
i G Deleted Groups
..... M ] wﬂm
- ;f, ADS
- gy ASEXO7
- ,s'.,. BACKUP

In Active Directory Manager, you can restore all the deleted objects if required.
To restore deleted objects:
1. Select Active Directory > Deleted Objects > Deleted Groups, right-click and select the
RestoreAll option.
2. The deleted objects will be restored in their original containers.

You can also restore a single deleted object. For example, to restore a single deleted user:

=  Select the user to restore under Deleted Users, right-click and select Restore.
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Computer Management

Active Directory Manager allows you to manage computers in workgroup, current domain and remote
domain by performing a number of tasks like move computers, enable, disable or add computers and
modify their attributes, add jobs, install services, run queries and many other tasks on single and bulk
computers.

The Key features of Computer Management are:

Create New Computer

Single Computer Properties
Single Computer Management
Bulk Computer Management
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Create New Computer

With Active Directory Manager you can create one or more computers. Once the computer is created
you can view and modify the different system properties.

To create a new computer:
1. Select Computers > New Computer.

2. In the New Computer dialog, type a computer Name and specify the Path. The default path is
set to Users. However, you can Browse and select a different path as well.

I
Path I CH=Users Browse |

Name |cCOMP Q
Create Cancel | B

You can perform various tasks on the new computer created, which is part of the workgroup, the
current domain or a remote domain.
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Single Computer Properties

With Active Directory Manager you can view the different system properties. The property pages are
used to view and modify the properties.

To view the System Properties of the computer:

=  Select <Computer Name> > Properties. The System Properties dialog is displayed. Each of
the tabbed property page is described in detail subsequently. The System Properties are:

Directory

System Properties (DIAMOND) _N x|

Directory | Object and MemberOf | software | System | Environment | Network | Diakin |

— Description

Description I

Location I

Managed By I

~Directory Path & Mames

Pre Windows 2000 | DIAMOND

DS IDMHMD.HETI‘U’E]IRECT{RY

oM I CN=Computer ,CN=5chema,CN=Configuration,DC =activedirectory, DC=loca

Path | LDAP:// DIAMOND /CN=DIAMOND ,OU=Domain Controllers,DC=activ
~Dperating System

05 | Microsoft Windows Server  Version | 6, 1.7601 5P| Service Pack 1

oK I Cancel

The Directory tab displays the following settings.

Directory Settings Description
Description It is the computer description.
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Location

It is the computer location.

Managed By

Displays the manager details.

Directory Path and
Names

These are system generated properties
and cannot be modified.

Pre Windows 2000

Displays the computer name.

DNS Displays the DNS name
DN Displays the DN name
Path Displays the complete path

Operating System

oS

Displays the operating system details

Version Displays the OS version details
SP Displays the service pack details.

Object and Member of

The Object and Member of tab displays the following details and each field is described in detail
below.

System Properties (DIAMOND) i[

‘Directory  Object and MemberOf | software I System | Enuérnma}tl Netwndcl Dial-n I

GUID | { de7agc00bsb22b43b08cdE0eb2571795 }

SID | 5-1-5-32

Created | 6/24/2013 11:05:19 PM Modified | 7/7/2013 7:28: 11 PM

Categary I CN=Computer,CM=5chema,CN=Configuration, DC =activedirectory, DC=local

LastLogon [7/17/2013 7:34:56 PM Logen Count] 122

Original USN | 24585 Current USN| 12293

Member Of;

Mame | Active Directory Folder
?;J Domain Controllers LDAP:/f DIAMOND fCM=Domain Controllers,C=Users,DC=activ,

<] | &

oK Cancel |

Object and Member
of Settings

GUID Specify the globally unique identifier

Description
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(GUID). Every object stored in Active
Directory is assigned a GUID and it never
changes.

SID Specify the Security Identifier of the
computer.

Created The date and time when the computer
account was created.

Modified The date and time when the computer
account was modified.

Category It is the object category and cannot be
changed.

Last Logon Specify the time that the user last logged
into the domain.

Logon Count It is the number of times the user logged
in.

Original USN It is the original identifier for controlling
directory replication in Microsoft Windows
2000.

Current USN It is the current identifier for controlling
directory replication in Microsoft Windows
2000

Member of It displays a list of groups in the domain
where the user's account is located

Software

The Software tab displays the Computer Name, Operating System and the list of software installed
on the computer.
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System Properties (DIAMOND) i x|

‘Directory | Object and Memberof ~software | system | Enviranment | Network | Dialn |
Name:  DIAMOND

0s: Windows Server 2008 R2 Enterprise; Service Pack 1; Version &. 1 (7601)

Installed Application Software;

Disply Mame

Snaglt 8

Adobe Reader 3. 1.0

Vypress Chat 2.1

Mozilla Maintenance Service
Mozilla Firefox 22.0 (x86 enJ5)
Adobe Flash Player 11 Plugin
Adobe Flash Player 11 ActiveX

System

The System tab displays the CPU information, logged on user detail like the User Name, Logon Server

and Logon Domain, and other aspects of system information like the Property Name and the Value.
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System Properties (DIAMOND) J : ﬁl

‘Directory | Object and MemberOf | software  System | Environment | Network | Dialn |
CPU Information:
Identifier |

Logged On Users:
ser Mame | Logaon Server | Logaon Domain |

Other System Information:
Property Name | Value

oK Cancel |

Environment

The Environment tab displays the Property Name and Value of the available environment variables.
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System Properties (DIAMOND) g x|
‘Directory | Object and MemberOf | software | System Environment | Network | Dialn |
Environment Variables:
Property Mame | Value |
PROCESSOR. _RE... 170a
PROCESSOR_ID... Intel&4 Family & Model 23 Stepping 10, Genuinelntel
PROCESSOR _LE... &
windir LS ystemRoot®s
PROCESSOR_A... AMDo4
PATHEXT .COM; [EXE; .BAT;.CMD; VBS;.VBE;.J5;. JSE; . WSF; . WSH; ...
Path SuSystemRootdisystem32; eSS ystemR oot Y; WSystemRL. ..
05 Windows_NT
FP_NO_HOST C... NO
ComSpec ZosystemRootit\system32iomd. exe
oK I Cancel
Network

The Network tab displays the Network Transports, Network Card and other Network specifications as
displayed in the illustration below and followed by the description of each field.
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System Properties (DIAMOND)

.Dkector'l,rl Object and MemberDFI software | System I Environment MNetwaork |Dia]—'u'1 |

al

Metwork Transports:
Transport I Address
Device 00:27:0E:15:38:51

~Metwork Card Properties

ENSHustNane:| JoeSmith

DS Domain:

Metworks Cards; I [D0000007] Realtek RTLE 168081110 Family PCI-E Gigabit Ethernet NIC {NDIj

DHCP Enabled: I DHCP Server: I

1P Address and Subnet Masks Gateway Servers
fed0:: 79a4:54ea: f55b:4c7c 255,255,254 |172.16.110.1
fed0:: 79a4: 54ea: fa5b:4cTc 255,255,25¢4

WIMS Servers DNS Servers

121,242,190, 180
121,242,190, 211

o]
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Property Name

Description

Network Transports

Displays the transport name and address.

DNS Host Name

Displays the DNS Host Name.

DNS Domain

Displays the DNS Domain name.

Network Card
Properties

Network Cards

Select the network card from the drop-
down list.

DHCP Enabled

If the option is enabled, this server
protocol automatically provides an
Internet Protocol (IP) host with its IP
address and other related configuration
information.

DHCP Server

It is the computer running the DHCP
Server service that holds information
about available IP addresses and related
configuration information.

IP Address and Subnet
masks

Displays the IP Address and the subnet
masks.

Gateway Servers

Displays the Gateway Server address.

WINS Servers

Displays the IP address of the server on
which WINS service is running.




DNS Servers Displays the IP address of the server on
which DNS service is running.

Dial-in
The Dial-in tab displays the following details and is followed by the description of each field.

System Properties (DIAMOND) 5[

.D'rectowl Object and MemberIDFI software | System | Ewirnmnentl Network  Dial-in |

—Dial-In —Managed by
—Metwork Access Permission
Managed By :
i~ Allow access I
" Deny access Change Clear
% Control access through NPS Network Policy

[ verify Caller1D :
f | ~Delegation Control
—Callbadk Option ¥ Trust this computer for delegation
= No Callbad: This security services means that
services running as localsystem on
this computer can reguest services
I setby Caller from other servers.

i~ Always CallBadk to
|

[T Assign Static IP Addresses

oK I Caricel

Property Name Description
Network Access Use this property to set network access
Permission permission to explicitly allow, deny, or
determine through network access
policies.
Verify Caller ID If this property is enabled, the server

verifies the caller's phone number. If the
caller's phone number does not match
the configured phone number, the
connection attempt fails.

Callback Options If this property is enabled, the server
calls the caller back (Always Callback to)
during the connection process. The
phone number that is used by the server
is Set by Caller or the network
administrator.
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Assign a Static IP Address

Use this property to assign a specific IP
address to a user when a connection is
made.

Managed By

Use this property to specify the
Administrator details.

Delegation Control

Trust this computer for
delegation

If enabled, allows a service running
under on this computer to perform
operations on behalf of other servers.
By default, this option is enabled.
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Single Computer Management

With Active Directory Manager, you can perform various tasks on one or more computers, which are
part of the workgroup, current domain or a remote domain.

Move Computer

Use this option to move computers from one container to another just through few clicks and save
your time.
To move computers:

1. Select <Computer Name> > Move Computer. The Select Container list is displayed.

Select Container N x|

ACTIVEDIRECTORY

ForeignSecurityPrincpals
- LostAndFound

Managed Service Accounts
-- Program Data

-- System

oK I Cancel

2. From the Select Containers list, select the container where you want to move the computer,
and click OK.

Disable Account

Use this option to disable an account.

To disable an account:
1. Select <Computer Name> > Disable Account.
2. An alert message is displayed, click Yes to confirm. A corresponding message confirms that
the Computer account has been disabled.

Delete



Use this option to delete the computer.
To delete a computer:
1. Select <Computer Name> > Delete.
2. You will be prompted to confirm the action. Click Yes to delete the computer. A corresponding

successful deletion message is displayed.

Add Computer to Group

Use this option to add the selected computer to other groups for managing them efficiently.

To add computer to Group:
1. Select <Computer Name> > Add Computer to Group. The Select Group list is displayed.

Select Group x|

| Path I

Mame

2 Allowed RODC Pa...

::.l Cert Publishers

LDAP: /fPANKAIRATHI/CN=Allowed RODC Pass...
LDAP: //PANKAIRATHI/CMN=Cert Publishers,CN...

,,,,":a Denied RODC Pa...  LDAP://PANKAIRATHI/CM=Denied RODC Pass...
::'J DnsAdmins LDAP: //PANKAIRATHI/CHN=DnsAdmins, CMN=Us. ..
ﬁ" DnslipdateProwy LDAP: //PANKAIRATHI/CN=DnslpdateProxy,C...
r:"a Domain Admins LDAP: //PANKAIRATHI/CMN=Domain Admins,CM...
E‘ Domain Computers  LDAP: //PANKAIRATHI/CN=Domain Computers,...
t:a Domain Controllers  LDAP: //PANKAIRATHI/CN=Domain Controllers,...
r:a Domain Guests LDAP: //PANKAIRATHI/CN=Domain Guests,CM...
r:a Domain Users LDAP: /PAMNKAIRATHI/CN=Domain Lisers,CH=,..
'ﬂ;Enterprise Admins  LDAP://PANKAIRATHI/CM=Enterprise Admins,...
‘[SEnterprise Read-... LDAP://PANKAIRATHI/CMN=Enterprise Read-on...

t:- Group Paolicy Cre. ..

LirAS and 1A Ser...
r:a Read-only Domai...

.ﬂa refg

Yres

‘ﬁ.sdﬁema Admins
'ﬂ. unidistribution

LDAP: /PAMKAIRATHI/CN=Group Policy Creat...
LDAP: //PANKAIRATHI/CMN=Terminal Server Lic...
LDAP: /fPANKAIRATHL/CN=Read-only Domain ...
LDAP: /PANKAIRATHL/CN =refg,DC =activedire...
LDAP: //PANKAIRATHI/CN=rest,DC=activedire...
LDAP: //PANKAIRATHI/CN=5chema Admins,CM...
LOIAP: /fPANKAIRATHL/CN =unidistribution,DC=. ..

]

Cancel

2. From the list select the group to which you want to add the computer, and click OK.

Remove Computers from Group

Use this option to remove the selected computer from other groups.

To remove the selected computer from Group:
1. Select <Computer Name> > Remove Computer from Group.

2. From the Select Group list, select the group from which you want to remove the computer,

and click OK.

List Permissions
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Use this option to list selected computer permissions.

To list the permissions:
1. Select <Computer Name> > List Permissions.

2. The computer permissions are displayed in the right panel, as illustrated below.

Send Message

B4 Object Name | Access type | Trustee -
-+l Account Policy {5/ ad-svr Allowed object ACTIVEDIRECTCRY\Domai
% L._g'l 'B'Lf'dit ey (5 ad-svr Allowed object ACTIVEDIRECTORY \Domai
s IS {5 ad-svr Allowed object A . ¥\Domai
i e Allowed object
_[5 Sessions Allowed object ACTIVEDIRECTOR
_____ o - ; Allowed object ACTIVEDIRECTORY|Dorgai
.M Devices [i1] ad-swr Allowed object ACTIVEDIRECTORY \Dom
1] Events {5 ad-sr Allowed object ACTIVEDIRECTORY'Cert §
.. b Disk Space (i [ ad-svr Allowed object BUILTINPrint Operators

[]..@ Performance (1%, ad-swr Allowed object BUILTINVWindows Authriz
- [ Scheduled Jobs [ 2 Allowed object
s ! User Rights {ifad Allowed object
- 495, Registry {3/ ad-svr Allowed object
----- L WM (il ad-svr Allowed object AUTHORITY\SELF
-4 Software {3/ ad-svr Allowed ACTIVEDIRECTORY\Domai
B TCP Utities {3/ ad-svr Allowed ACTIVEDIRECTORY\Domai
@ ShutDown (3 ad-swr Allowed BUILTINWccount Operator
-3 Restart {3/ ad-svr Allowed NT AUTHORITY\SELF
i E Remote Desktop (%[ ad-svr Alloved NT AUTHORITY\Authenticz

You can use this option to send message to other accounts only if the Messenger Services is enabled
on the user and receiver computers. The message sent is displayed on the receiver's console.

To send message:

1. Select <Computer Name> > Send Message. The Send Message dialog is displayed.

Send Message B x|

Mote: Messenger services must be enabled on both sender
and receiver computers to send/receive text messages.

Enter Text:

Hi there!

QK I Cancel

2. In the Send Message dialog, type the content and click OK.
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Change Common Details of Computer

Use this option to change the common details of the computer.
To change the common details of the computer:
1. Select <Computer Name> > Change Common Details of Computer. The Modify Computer
Attribute dialog is displayed.

2. In the dialog you can select and modify attributes like Managed by, Location and Description
of the computer and click OK to save the changes made.
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Bulk Computer Management

With Active Directory Manager, you can manage computers in bulk. As an administrator you can select
one or more computers from the list of computers available and perform different operations on them
as listed below:

= Enable/Disable Computers

= Move Computers

= Remove from Domain

=  Add/Remove Computers to Group

= Set Primary Group of Computers

= Change Common Details of Computers

Enable Computers

Use this option to remotely enable multiple disabled computers.

To enable computers:
1. Select Computers = Bulk Computer Management > Enable Computers. The Computer List
dialog is displayed.
2. Select the computers to enable and click OK to save the changes and display the status
report.

Disable Computers

Use this option to remotely disable multiple computers.

To enable computers:
1. Select Computers > Bulk Computer Management > Disable Computers. The Computer List
dialog is displayed.
2. Select the computers to disable and click OK to save the changes and display the status
report.

Move Computers

Use this option to move computers from one container to another container.

To move computers:
1. Select Computers > Bulk Computer Management > Move Computers. The Computer List dialog
is displayed.
2. Select the computers to move and click OK.
3. From the Select Container list, select the container to which you want to move the selected
computers, and click OK to save the changes and display the status report.

Remove from Domain
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Use this option to remove multiple computers from a selected domain.

To remove computers:
1. Select Computers > Bulk Computer Management > Remove Computers. The Computer List
dialog is displayed.
2. Select the computers to remove and click OK.
3. When prompted to confirm the removal, click OK.

Add Computers to Group

Use this option to add computers to a Group for improved management.

To add computers to Group:
1. Select Computers > Bulk Computer Management > Add Computers. The Computer List dialog
is displayed.
2. Select the computers to add and click OK.
3. From the Group List, select the Group to which you want to add the computers and click OK to
save the changes and display the status report.

Remove Computers from Group

Use this option to remove computers from a Group.

To remove computers from a Group:
1. Select Computers > Bulk Computer Management > Remove Computers. The Computer List
dialog is displayed.
2. Select the computers to remove and click OK.
3. From the Members List, select the members to delete from the group and click OK to save the
changes and display the status report.

Set Primary Group of Computers

Use this option to set the primary group of computers.

To set the primary group of computers:
1. Select Computers > Bulk Computer Management > Set Primary Group of Computers. The
Computer List dialog is displayed.
2. Select the computers for which you want to set the primary group and click OK.
3. From the Group List, select the Group to assign as the primary group and click OK to save the
changes and display the status report.

Change Common Details of Computers

Use this option to change the common details of computers.

To change the common details of computers:
1. Select Computers > Bulk Computer Management > Change Common Details of Computers.
The Computer List dialog is displayed.
2. Select the computers to modify the common details and click OK.
3. From the Modify Attribute List dialog, select the attributes to modify and click OK to save the
changes and display the status report.
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Computer Features

SADM allows you to manage a local computer along with the domain computers. When you expand
the computer node then you see following child nodes that help you manage the computer:

Account Policy
Audit Policy
Printers

Shares

DFS

Session
Services
Devices

Events

Disk Space
Performance
Scheduled Jobs
User Rights
Registry

WMI

Software

TCP Utilities
Shutdown and Restart
Remote Desktop
Manage Computers
Shared Folder
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Account Policy

All security policies are computer-based policies. Account policies are defined on computers, but they
affect how user accounts can interact with the computer or domain. Account policies contain two

subsets:

=  Password Policy - This security setting determines the period of time, in days that a password
must be used before the user can change it or the system requires the user to change it. The
policy also determines the least number of characters that the password may contain.

=  Account Lockout Policy - Account Lockout Policy determines what happens when a user enters
a wrong password.

Account Policy _ x|

—Password Palicy
~Password History ~Maximum Password Age
" Don't Keep Password History " Password MNever Expires

¥ Remember |24 Password ¢ Password Expires In |42 Days

—Minimum Password Age —Minimum Password Length
™ Allow Changes Immediately " Permit Blank Password

" Allow Changes In I 1 Days {4 Atleast |? Characters

—Account Lockout
¥ No Account Lockout

" Lockout After | Bad Logon Attempts. Reset Count After | Minutes

Lockout Duration
" Forever bl admin Unlock)

(3 Duratiu:unl Minutes

™ Fordbly disconnect remote users from server when logon hours expire

Ok I Cancel

Password Policy Description
Password History
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Don't Keep Password History

Select this option if you do not want to keep
password history. By default the password history
is saved.

Remember Password

Enter the number of passwords that you want the
computer to remember.

Maximum Password age

This security setting determines the period of time
(in days) that a password can be used before the
system requires the user to change it.

Password Never Expires

Select this option if you want to retain the
password till you decide to reset.

Password Expires in

Enter the number of days after which the
password should be reset. If you set the value to
'0', then it is equivalent to '‘Password Never
Expires'.

Minimum Password Age

This security setting determines the period of time
(in days) that a password must be used before the
user can change it. If the maximum password age
is set to 0, the minimum password age can be set
to any value.

Allow Changes immediately

Select this option to reset password immediately
as required.

Allow Changes in

Enter the number of days after which the
password can be reset.

Minimum Password Length

This security setting determines the least number
of characters that a password for a user account
may contain. You can set any value, but ensure
that it is not less than seven (7) characters, or
you can establish that no password is required by
setting the number of characters to O.

Permit Blank Password

Select this option if want to establish that no
password is required.

At least....Characters

Enter the minimum length of the password. If the
value is set to 'O’ then it is equivalent to '‘Blank
Password'.

Account Lockout

This security setting determines the number of
minutes a locked-out account remains locked-out.

No Account Lockout

Select this option if you do not want the account
to be locked-out.

Lockout After

Specify the number of bad logon attempts after
which the account should be locked-out.

Reset Count After..... Minutes

This setting determines the number of minutes
that should elapse, after a failed logon attempt,
for the failed logon counter to be reset.

Lockout Duration

This security setting determines the number of
minutes a locked-out account remains.

Forever (Until Admin Unlock)

Use this setting if you want the locked-out
account to remain locked-out before the
administrator has to unlock the account explicitly.
By default, this setting is disabled.

Duration...Minutes

This security setting determines the number of
minutes a locked-out account remains locked-out.

Forcibly disconnect remote
users from server when logon
hour expires

Use this setting to forcibly disconnect remote
users when their specific logon hour expires.
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Audit Policy

As an administrator you can establish an organizational computer system audit policy for information
security. Configuring Audit policy settings that monitor the creation or modification of objects enables
you to track potential security problems, helps to ensure user accountability, and provides evidence in
the event of a security breach. You can specify whether to audit successes or failures for the specific
access request to each user. The options for each of the audit settings are identical:

= Enable Auditing: If this option is not selected, no audit event is generated for the associated
action.

=  Success: An audit event is generated when the requested action succeeds.

=  Failure: An audit event is generated when the requested action fails.

To configure the Audit Policy setting:

1. From the left panel click Computers > <Computer Name>. The selected computer features are
displayed in the middle panel.

2. Select Audit Policy, the corresponding setting screen is displayed. There are nine different
kinds of events for which you can specify Audit Policy settings as illustrated below.

Audit Policy Setting i x|
Enable Auditing [
—Audit These Events
Success Failure
Logon & Logoff ]| n
File & Object Access
Use Of Uiser Rigths ]| ] |
User & Group Management | | [
Security Policy Changes H &
Restart & Shutdown | i |
Process Tracking [ r
Privileged Logons [} [ ]
Directary Services Access | | ul
oK I Cancel |
Events Description
Logon & Logoff Audit this to record each instance of a user logging
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on to or logging off from another computer in which
this computer is used to validate the account.

File & Object Access

Audit this to record when someone has used a file,
folder, printer, or other object.

Use of User Rights

Audit this to record when someone accesses an
Active Directory Domain Services object that has its
own system access control list.

User & Group
Management

Audit this to record when someone has changed an
account name, enabled or disabled an account,
created or deleted an account, changed a password,
or changed a user group.

Security Policy
Changes

Audit this to record attempts to change local security
policies and to see if someone has changed user
rights assignments, auditing policies, or trust
policies.

Restart & Shutdown

Audit this to record when someone has shut down or
restarted the computer, or when a process or
program tries to do something that it does not have
permission to do. For example, if a malicious
software attempts to change a setting on your
computer without your permission, system event
auditing would record it.

Process Tracking

Audit this to record when events such as program
activation or a process exiting occurs.

Privileged Logons

Audit this to record when someone performs a user
right.

Directory Services
Access

Audit this to record when someone accesses an
Active Directory Domain Services object that has its
own system access control list.
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Printers

With Active Directory Manager, you can perform various tasks on a Printer.

The Printers node in the middle panel, when expanded, displays all the printers that are installed on
the computer in the right panel. SADM enables you to manage the local as well network printers on
domain. You can perform various operations to manage printers.

You can select the Printer and view the details in the right panel as displayed in the illustration below.

----- B Remote Desktop
-l Manage Computer
it Shared Folder

You can perform the following tasks on a Printer. All tasks are self-explanatory.

= Add a New Printer

= Cancel Jobs

= Pause

=  Resume

=  Open Printer

=  Print Test Page

=  Set Printer as Default
=  Print Server Properties
=  Printer Properties

=  Print Preference

= Delete Printer Connection

E-g% PANKAJRATHI Name | Description | share Mame | Drivertiame
- Account Policy i=Snaglt 8 Snaglt 8 Snaglt 8 Printer
Lu__l Audit Policy i y s i g S Microsoft XPS
(=) Printers =3 | Add New Printer
g Shares )

% DFS | 4 Cancel Jobs
~s# Sessions W Pause
----- £ Services
_____ ! Devices =] Resume
..... [i5] Events lg=] Open Printer
----- @) Disk Space
E]--@ Performance [Z | Print Test Page
""" .y Scheduled Jobs @@ set Printer as default
i Ezzsishts ﬂ Print Server Properties
..... Lo WML ﬁ Printer Properties
[1@ '?‘gi:‘tl:::jes 1-,1 Print Preferences
J@ ShutDown ﬁ Delete Printer Connection
----- €5 Restart
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Shares

The Shares node enables you to view and manage all shared drives, folders and files on the local and
remote computers. You can expand this node to view all the shared folders in the middle panel and
further expand the listed folders to view their sub-folders and constituent files in the right panel.
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=33 PANKATRATHI
-0 Account Policy

L5 Audit Policy
t;] Printers

-Esﬂ Events
- Disk Space
-E8 Performance

Scheduled Jobs
User Rights
Registry

o @- Software
- B TCP Utilities

(@) ShutDown
ki@ Restart
-~ Remote Desktop

# Manage Computer
it Shared Folder

=

i ExchangeQAB
nalFé

i GE

it GroupMetrics
i IPCS

il NETLOGON
1| SHARED

L SYSVOL

Open
Explore

Search

Create Shortcut

neer@

Map Metwork Drive
Gy
C:\Program Files\Microsof...

C:Windows\SYSVOL\sysv. ..
C:\SHARED
C:\Windows\5YSVOL\sysvol

" MaximumAlowed Ny

MaximumAllowed M
Maximumallowed M
MaximumAllowed M
MaximumAlowed M
MaximumAllowed M
MaximumAllowed M
MaximumAllowed M
MaximumAllowed M
MaximumAllowed M
Maximumallowed M
MaximumAllowed M
MaximumAlowed M

Right click the Shares node to display the share details in the right panel with the

information, such as Name, Path, Access Mask, and Allow Maximum.

You can select a share and perform the following tasks:

Open
Explore
Search

Create Shortcut
Map Network Drive
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DFS

The DFS node in the middle panel corresponds to the Distributed File System (DFS) root. DFS, is a
set of client and server services that helps to organize many distributed file shares into a distributed
file system.

To view the DFS details:

= Click the DFS option and view the details like Name, Root, State and the Status in the right
panel.
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Session

The Sessions node displays all the users connected to the system. Click the Sessions node to view
the list of connected users in the right panel. It displays the following information for the connected
users: Transport Name, User Name, Active Time (in Seconds), and Client Type.
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=153 PANKATRATHI

-4 Account Policy
-1 Audit Policy
t;_l Printers

‘I Shares
.. 2 DFS

-4 Services
- Devices
e |'_1'=s'1 Events
@ Disk Space
]--m Performance
-4y Scheduled Jobs
- E User Rights
Registry

A5 WM

J,l Software
- B TCP Utiities
@ ShutDown
€3 Restart
B Remote Desktop
-l Manage Computer

eyt Shared Folder

Transportame | UserMame | ActiveTime(In Seconds) | ClientType

(= FAMNKAIRATHIS -14113
|2 \Device \NethiosSmb 1204 Mac 05 X 10.8
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Services

The Services node enables you to view and manage all the Windows services related to local and
remote computers. You can use the configuration options available under this node to start or stop a

service, delete a service, and perform all services configuration operations that you are authorized for.

You can view all the services running on the computer in the right panel by clicking the Services
node. SADM allows you to perform various operations on services. Right click the Services node in
the middle panel, to view the functions that can be executed to manage services, as displayed in the

illustration below.

El-3f; PANKATRATHI
L-F) Account Policy
{5 audit Policy
té',] Printers

| Shares

& DFS

Services
¥ Devices

El@ Performance

i Scheduled Jobs
Lser Rights
Registry

L WML

&h Software

BN TP utilities

@) shutDown

% Restart

& Remote Desktop
W Manage Computer
“ylll Shared Folder

Mame = | caption = | startMode = | state =~ -

L& ADWS Active Directory Web Ser...  Auto Running

& aeLookupSve Application Experience Manual Running

W ALG Application Layer Gatewa...  Manual Stopped
Application Host Helper Se...  Auto Runninig

& AppHostSvc

IO

o | Change Start Mode
o app @ start

ii;a x Stop
Au
o .b.uc‘ El  Resume

& BFE ‘ Fause

k| {5 Manual
% Automatic

%5 Disabled

FBIT i | Delete

:;, E::r fl Restart

o dr_s i:ﬂ% Interogate Service Update on Service Manager

£ dr te at

L COMSysApp COM+ System Application Manual
& Crypkey License Crypkey License Auto
& Cryptsvc Cryptographic Services Auto
4" Deomlaunch DCOM Server Process Lau...  Auto
i defragsvc Disk Defragmenter Manual
& Dfs DFS MNamespace Auto
#° DFSR DFS Replication Auto

Following are the operations that you can perform to the manage services:

= Change Start Mode

= Manual

=  Automatic
= Disabled

= Start

= Stop

=  Resume

= Pause

=  Delete

= Start

= Interrogate Service Update on Service Manager

Stopped
Rurnning
Stopped
Running
Running
Stopped
Stopped
Stopped
Running
Running
Running
Stopped
Running
Running
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Devices

When you click the Devices node in the middle panel, the right panel displays all the devices installed

on a system as illustrated below.

=%y PANKAJRATHI
0| Account Policy
-5 Audit Policy
(=) Printers

b1 Shares

Sessions
Services

| Devices

----- 15| Events

----- @ Disk Space
[]--ﬁ Performance

i Scheduled Jobs
IUser Rights
Registry

..... :L\ WMI

----- 4B Software

- BB TCP Utilties

----- @) shutDown

----- £5 Restart

----- & Remote Desktop
----- ¥ Manage Computer
yelt Shared Folder

Mame = | Service | Description | Manufacturer =
! ACPI Fived Feature But... ACPI Fixed Feature Button  ACPI Fixed Feature Button  (Standard syste
! ACPI Power Button ACPI Power Button ACPI Power Button (Standard syste
B ACPI x54-based PC \Driver VACPT_HAL ACPI x64-based PC (Standard comp
P ancilary Function Crive... AFD Andllary Function Driver £...  Andllary Functic
B ATA Channel 0 atapi IDE Channel (5tandard IDE &
! ATA Channel 0 atapi IDE Channel (5tandard IDE A
| A IDE Channel (Standard IDE
[ Feille CNG CNG CNG

! Common Log {CLFS) CLFS Commeon Log (CLFS) Common Log (CI
M communications Port (C... Serial Communications Port (Standard port i
! Compaosite Bus Enumer... CompositeBus Composite Bus Enumerator Microsoft

B Direct memory access c... Direct memary access con...  Directmemory access con...  (Standard syste
! Disk Virtual Machine Bus... storfit Disk Virtual Machine Bus A...  Disk Virtual Mact
! Dynamic Yolume Manager  volmgrx Dynamic Volume Manager Dynamic Volume
! ECP Printer Port (LFT1) Parpaort ECP Printer Port (Standard port 1
! File as Volume Driver blbdrive File as Volume Driver Microsoft

M Generic PriP Monitor monitor Generic PP Monitor (Standard monit
M Generic volume volsnap Generic volume Microsoft

M Generic volume volsnap Generic volume Microsoft

! Generic volume volsnap Generic volume Microsoft

! Generic volume volsnap Generic volume Microsoft

The device details displayed are- Name, Service, Description and Manufacturer.
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Events

Events log helps you to determine those conditions, which caused any error in the user system. It
helps you to record important events like low memory conditions, restart operations, failing hard
drive, etc. Events help save any big occurrence for data loss, disk damages, disk corruptions, OS
errors etc. All events configured for auditing in the Audit Policy section are registered in Windows
event logs and can be viewed by using the Events node in the middle panel.

To view Events:

1. Click the Events node. The Event Viewer is displayed. You can expand a node in the left panel
to view various categories of events in the right list pane as illustrated below. You can double-
click each sub-node to view related events in the right list pane.

¥ Event Viewer il

File  Acton Wiew H

=gl x|

elp
es| s EE

{2] Event Viewer (PANKAIRATHI) |
= _:y Custorn Views
= =
? Active Directory Dor
t? DMS Server
“F File Server
t? Web Server (II5)
¥ Administrative Events
W Microsoft Exchange with
= !, Windows Logs
E: Application
E,j Security
E: Setup
fs] System
{5] Forwarded Events
= f_‘ Applications and Services Lo
Active Directory Web Se
DFS Replication
Directory Service
DNS Server
File Replication Service
Hardware Events
Internet Explorer
Key Management Servic

(I S R T R

Microsoft
Microsoft Office Diagnos

Microsoft Office Session _
B L] YT FEPOpR , Y o S | |
4 | I 3

[+
]

DD

MName i Description

l

Active Directory Domain Services
DMS Server

File Server

Web Server (IIS)

System events for Active Directory Dor
System events for DS Server

System events for File Server

System events for Web Server (IIS)

| Actions

% 0Open Saved Log...

F Create Custom View...

Import Custom View...

View 4
Delete

Refresh

Help »

Active Directory Domain 5... &

Open
D Properties

H Help

2. Use the available menu options to manage the events as required.
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Disk Space

Under the Disk Space node, you can view the disk space available on the various hard disk drives
installed on the computer. The Disk Space node displays the entire information related to the logical
drives like Name, Drive Type, Description and Size.

To view the Disk Space:

1. Click the Disk Space node in the middle panel. The right panel displays all the available

logical drives.

El-3f; PANKATRATHI
[ Account Policy
L5 Audit Policy
t;_l Printers
| Shares
“i= DF5
W Sessions
& Services
B Devices
[i5] Events
&) Disk Space
EX performance
it Scheduled Jobs
LUser Rights
Registry

E Remote Desktop
# Manage Computer
ik Shared Folder

* D

'“ : Local Disk

@r: Local Disk 199 Gb
$c Local Disk 165 Gb

Create Shortcut
Map Network Drive

2. You can select a drive and perform the following functions: Open, Explore, Search, Create
Shortcut and Map Network Drive.
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Performance

Active Directory Manager helps to view performance counters of operating system functioning,
applications, services, or drivers. Data received from performance helps to identify and resolve
problems, functioning, and performance of the applications for a computer. You can also view

performance object and counters of remote domain and manage them.

To view the performance:

1. Click or expand the Performance node to view all the objects to be analyzed for a computer in

the middle panel.

=l-3%) PANKAJRATHI

- Account Policy
-2 Audit Policy
t:.__.:_l Printers
gl Shares
% DFS
i rﬁ‘ Sessions
----- & Services
- Devices

- 15| Events
----- @ Disk Space
E—Jﬂ Performance

----- Ed Telephony
----- B Logical Disk
----- Ed Physical Disk
----- Ed Browser

----- Ed Redirector
----- Ed Print Queues

----- Ed Terminal Services Ses
----- Bl NetworkInterface

----- Ed Paging File

----- Ed Job Object Details

----- Ed Job Object

----- Bl Terminal Services

Mame | Freguency_Object | Freguency PerfTime | Frequency Sys. ~
B 1de 10000000 2441416 10000000
kel System 10000000 2941416 10000000
B smss 10000000 29441416 10000000
E CSI55 10000000 2941416 10000000
i.ii carssEl 10000000 29441416 10000000
g wininit 10000000 2441416 10000000
ke winlogon 10000000 2441416 10000000
Sl services 10000000 2441416 10000000
Bl |sass 10000000 2441418 10000000
Elllsm 10000000 2941416 10000000
g svchost 10000000 29441416 10000000
ﬁ svchost#1 10000000 2441416 10000000 p
Q svchost#2 10000000 29441416 10000000
B sychost#3 10000000 2441416 10000000
B sychostz4 10000000 24941416 10000000
B sychost#5 10000000 2441416 10000000
Bl sychost#e 10000000 29441416 10000000
g svchost#7 10000000 2941416 10000000
E_ﬂ spoolsy 10000000 2941416 10000000
H Microsoft. ActiveDirecto... 10000000 2441416 10000000
Bl evchost#a 10000000 29441416 10000000
kd Crypsery 10000000 2441416 10000000
B4 dfers 10000000 2441416 10000000
B dns 10000000 2941416 10000000
E svchost#9 10000000 29441416 10000000
g inetinfo 10000000 29441416 10000000
E_ﬂ ismsery 10000000 2441416 10000000
MSExchangeADTopolog... 10000000 2441416 10000000
Bl extba 10000000 2441416 10000000
B store 10000000 2441416 10000000 s

2. Double-click any performance object name to view its respective performance counters in the

right panel.
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Scheduled Jobs

The Scheduled Jobs node displays the scheduled Windows jobs.

To view the Scheduled Jobs:

=  Click the Scheduled Jobs node in the middle panel. The Windows jobs are displayed in the
right panel as illustrated below:

Task

=l-2fy AD-SVR
eI Account Policy S
L.l_l ﬁcL.IditPDliC!.l' iy Properties
=l Printers
o Shares A Add New Job (AT)
..... =% pFs i
" Sessi uz  Add MNew Job (Task)
--|u# Sessions
il Services Y Delete Selected Job
! Devices ;
u"':ﬂ Events 4 Run
----- @ Disk Space |45 Terminate

I:I--@ Performance

-1 [y Scheduled Jobs
- [ User Rights

£E Registry

..... L\ WMI

-4 Software
B TCP Utiities

--(@3) ShutDown

----- 7# Restart

- B Remote Desktop
----- W Manage Computer
it Shared Folder

Scheduled jobs can be configured by right clicking any of the jobs displayed in the right panel and
selecting the appropriate option. The options available are:

=  Properties

= Add New Job (AT)

= Add New Job (Task)
=  Delete Selected Job
=  Run

=  Terminate
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User Rights

The User Rights node lists all the available user rights in the right panel as displayed in the
illustration below. Each user rights node can be expanded to display all the users who have been
granted that particular right.

= 3 AD VR
-\ Account Policy
LJJ Aot Py : . SeAuditPriviege
- Printers . SeBackupPrivilege Backup Operators,Server ... SeBadkupPrivilege AD-SVR
- i [ seBatchiogonRight Administrator,LOCAL SER...  SeBatchLogonRight AD-SVR
;5 s . SeChangeMotifyPrivilege  Pre-Windows 2000 Compa... SeChangeMotifyPriviege AD-SVR
. SeCreateGlobalPriviege  SERVICE,Administrators SeCreateGlobalPriviege AD-SVR
. SeCreatePagefilePriviege  Administrators SeCreatePagefilePriviege AD-SVR.
. SeCreatePermanentPri.., MNone SeCreatePermanentPriviege  AD-SVR
. SeCreateTokenPriviege  Mone SeCreateTokenPriviege AD-SYR
. SeDebugPriviege Administrators SeDebugPrivilege AD-SVR
Scheduled Jobs . SeDenyBatchLogonRight  Mone SeDenyBatchLogonRight AD-SVR
IJser Rights . SeDenyInteractivelogo... Mone SeDenyInteractivelogonR... AD-SVR
----- Registry . SeDenyMetworkLogonR... Mone SeDenyMetworkLogonRight  AD-SVR
----- L, WML . SeDenyRemotelnteract... Mone SeDenyRemotelnteractiv...  AD-SWR
'51 Software . SeDenyServiceLogonRight Mone SeDenyServiceLogonRight AD-SVR.
D"@ TCP Utilities [ seEnableDelegationPriv... Mone SeEnableDelegationPrivile...  AD-SVR
(@) ShutDown . SelmpersonatePrivieqe  SERVICE,Administrators SelmpersonatePrivilege AD-SVR
""" €3 Restart [ selncreaseBasePriority... Administrators SelncreaseBasePriorityPri...  AD-SVR
- @ Remote Desktop . SelnreaseQuotaPriviiege  Administrators, METWORK ...  SelncreaseQuotaPrivilege AD-SVR
""" M Manage Computer [ selnteractivelogonRight  Backup Operators,Print O...  Selnteractivel ogonRight AD-SVR
=l et okl . SeloadDriverPrivilege Print Operators, Administr...  SeloadDriverPrivilege AD-SVR

To assign more rights to a user:

1. Select an object in the middle panel and right-click, choose Add Rights to add additional
rights to an existing user. The Manage User Rights dialog is displayed.
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Manage User Rights [ x|

SeAssignPrimaryTokenPrivileae

AD-5VR User/Group
- All User LOCAL SERVICE

- All Local Group METWORK SERVICE
- Everyoneg

- METWORK
- INTERACTIVE
- Authenticated Users

I+1...I+1

fHdd

HEemove

2. From the Manage User Rights dialog, select the User or Group from the left dialog pane and
click on Add. The selected User or Group is listed in the right dialog pane.
3. From the drop-down list select the rights to assign to the selected User or Group.
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Manage User Rights i}

reateGlobalPrivilege
eatePagefilePrivilege
ECreatePermanentPrivilege
FeCreateTokenPrivilege
FeDebugPrivilege

ser fGroup

SeDenyBatchLogonRight aidd
SeDenyInteractivel ogonRight
SeDenyMetworklogonRight
SelenyRemotelnteractivelogonRig
SeDenyServicelogonRight Remtve

SeEnableDelegationPrivieges
SelmpersonatePriviege
SelncreaseBasePriorityPriviege
SelncreaseQuotaPrivilege
FelnteractivelogonRight
eLoAddStringriverPrivilege
eLockiMemoryPriviege

LOCAL SERVICE
METWORK SERVICE

Cancel |

SeSecurityPrivilege ¥

Click OK to apply the rights and exit the dialog.
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Registry

You can view or modify software registries on a computer by clicking the Registry node in the middle

pane

To view or modify a registry value:

1. Click the Registry node in the middle panel to launch the Registry Editor as illustrated below.

B

=3l AD-SVR

- Account Palicy
L__| Audit Policy
LI:,J Printers

| Shares
o DFS

..... .U Disk Space

- @ Performance
i Scheduled Job
----- User Rights

-4 Software
-k TCP Utilities
: @ ShutDown

%1 Restart
----- B Remote Deskt:

----- @ Manage Comp

90

“gei Shared Folder

value data.

Registry Editor (AD-5VR )

----- £ HKEY_CLASSES_ROOT
----- {2 HKEY_CURRENT_USER
-2 HKEY_LOCAL_MACHINE
f £ HKEY_USERS

----- £ HKEY_CURRENT_CONFIG

MName | Type | Data

In the Registry Editor, use the left panel to browse the registry location.
Double-click the registry file in the left panel to view the registry value name and registry

Make the required changes and click the OK button.
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Window Management Instrumentation

Windows Management Instrumentation (WMI) is a technology built into Windows that allows for
improved manageability of computers in a networked environment. WMI is used to gather system
statistics, monitor system health, and manage system components. Ensure that the service is running
and properly configured for your environment.

You can terminate a process or set different priorities for the processes.

El-3f; AD-SVR Name ~ | ExecutablePath | Priority = | osMame -
A i L"I 'ﬁ'cc‘_’“”t ?"qu" L. alg.exe CHAWINDOWS\System32\,..  Mormal Microsoft Windo
LI-_]--I A"j'd't Policy L. ccApp.exe C:\Program Files\Common...  Mormal Microsoft Windo
e = Ponters i ccApp.exe C:\Program Files\Common...  Mormal Microsoft Windo
]:%‘i_é gf;asres L. ccSvcHst.exe C:\Program Files\Common...  Mormal Microsoft Windo

: L garogram Files\Stellar A...  High
----- |77 Sessions £ 1 : :
..... & Services = Crvﬂ] VINDOWSYsystem32c...  High Mfcrosoﬁ Wjﬂdo
,,,,, B Devices &l corss Set Priority k| [E) Real Time h Mfcrosof't ando
_____ [l Events :_.\' CEFEE.ERE = F;’I High h Microsoft Windo
..... @ Disk Space L ctfmon.exe g = mal Microsoft Windo
- B8 performance L. ctfmon.exe g:] k=] | Above Normal mal Microsoft Windo
..... ity Scheduled Jobs L dfssve.exe C: @ Marmal mal Microsoft Windo
E User Rights L4 dns.exe s (2 Below Normal mal Microsoft Windo
----- Registry L4 explorer.exe mal Microsoft Windo
----- £, WwMI L., explorer.exe £ E‘ e mal Microsoft Windo
-4} Software L. ismserv.exe C\WINDOWS\System32Y...  Mormal Microsoft Windo
EJ"@ TCP Utilities L lsass.exe C:\WINDOWS\system32Y...  Mormal Microsoft Winda
""" @ ShutDown L. mmc.exe C\WINDOWS \system32Y,..  Mormal Microsoft Windo
""" €5 Restart L. mmc.exe C:\WINDOWS\system32Y...  Mormal Microsoft Windo
""" § Remote Desktop L4 msdtc.exe CAWINDOWS\system32Y...  Mormal Microsoft Windo
""" ¥ Manage Computer L4 nifrs.exe COAWINDOWS \system32Y...  Mormal Microsoft Windo
A L1, rdpdlip.exe C:\WINDOWS\system32Y... Mormal Microsoft Windo
L Ritvscan.exe C:'Program Files\Symante...  Maormal Microsoft Windo
L. services.exe CHAWINDOWS\system32s...  Marmal Microsoft Windo
L. Smc.exe CiVProgram Files\Symante... Marmal Microsoft Windo
L, SmcGui.exe C:\Program Files\Symante... Mormal Microsoft Windo
L. SmcGui.exe C:V¥Program Files\Symante... Mormal Microsoft Windo
L. smss.exe SMSS. Eexe Marmal Microsoft Windo

To terminate a process:

=  Select WMI in the middle panel and select the process in the right panel, right-click >
Terminate.

To set execution priorities of processes:

=  Select WMI in the middle panel and select the process in the right panel and right-click to
display the menu options. The options are:

Real Time
High
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Normal

Below Normal
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Software

The Software node displays details of the software installed on the computer.

To display the software details:

Click the Software node in the middle panel. The right panel displays the software name and
version as illustrated below.

£

H

3% AD-SVR

ﬁ' Account Policy
{2 Audit Policy
1_|':_.T_| Printers

-l Shares

=% DFs

|4 Sessions

----- & Services

----- B Devices

----- [i5] Events

..... u Disk Space
}-ﬂ Performance
- i3 Scheduled Jobs

! IUser Rights
----- Registry

=

Software
TCP Utillities

il Shared Folder

Software Name =

| Wersion

:‘Q;Hotﬁx for Windows Server 2003 (KB2779562)

'!*Inhei[ﬂj Metwork Connections Drivers

'.‘*Lepide Active Directory Manager ver 12.12.01

:ﬂl LiveUpdate 3.3 (Symantec Corporation)

'F*Microsoft Group Policy Management Console with SP1

43 Microsoft Office Professional Edition 2003

4 Mozilla Firefox 22,0 (x36 en-Us)

'ﬂtaniﬂa Maintenance Service

”.Q;}Sna:.‘uritg-I Update for Microsoft Windows (KB2564358)
u'j!'tSert:urityI Update for Windows Internet Explorer 8 (KB2510531)
4 Security Update for Windows Internet Explorer 8 (KB2544521)
':ngecL.rrit;-I Update for Windows Internet Explorer 8 (KB2761465)
'F*Semrity Update for Windows Internet Explorer 8 (KB2799329)
4 security Update for Windows Media Player (KB975558)

ﬂ' Security Update for Windows Media Player 6.4 (KB925393)
'QtSecurity Update for Windows Server 2003 (kB2115158)
'.%Snecuritg-I Update for Windows Server 2003 (KB2229533)
'-'ﬂlSerc:L.lrityI Update for Windows Server 2003 (KB2296011)
'.‘y!-Security Update for Windows Server 2003 (kKB2347290)
':ﬂlSecL.rritg-I Update for Windows Server 2003 (KB2350937)
'-"*SECIJrity' Update for Windows Server 2003 (KkB2378111)
'ﬂSemritv Update for Windows Server 2003 (KB2387149)

‘ﬂl Security Update for Windows Server 2003 (KB2393302)
'.ﬂtSe'::l.lritg-I Update for Windows Server 2003 (KB2419635)
:%Security Update for Windows Server 2003 (KB2423089)

4 Security Update for Windows Server 2003 (KB2440591)
'@Security Update for Windows Server 2003 (KB2443105)

1

158.8
12.12.0.1
3.3.0.115
1.0.2.0
11.0.5614.0
22.0

22.0

2

e S S S S e
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TCP Utilities

The TCP Utilities node lists the network utilities. The available utilities are Trace Route, Ping, Telnet,
and FTP.

Trace Route
To use the Trace Route utility:

1. Click TCP Utilities in the middle panel to expand the list.
2. Click the Trace Route utility, the corresponding dialog box is displayed.

]
Target: I AD-SVR.
Maximum Hops: Iﬂ—
Timeout: I 0
PFing Count IU—

[ Do not resolve address to hozmame Trace |

ok | cancel |

3. Enter the following details:
4. Target - It is the computer name.
5. Maximum Hops - it is the maximum number of hops on the path.
6. Timeout - Specifies the number of milliseconds to wait for each reply.
7. Do not resolve address to host name - Disables resolving IP addresses to host names.
4. Click the Trace button to start. Click OK to exit the dialog.
Ping

Ping verifies configurations and tests IP connectivity.
To use the Ping utility:

1. Click the Ping utility in the middle panel, the corresponding dialog box is displayed.
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leat | Ping |
Ok I Cancel |

2. The computer name to ping is populated in the Host text field. Select the number of Retries
from the drop-down list.
3. Click the Ping button.
Telnet

The Telnet utility uses terminal-based login to remotely access network devices that are running
Telnet server software.

To use the Telnet utility:

=  Click the Telnet utility in the middle panel. The tool starts the utility. Use the utility as
required.

FTP

The FTP utility transfers files of any size between computers running Windows Server 2003 operating
systems and any computer running File Transfer protocol server software.

To use the FTP utility:

= Click the FTP utility in the middle panel. The tool starts the utility. Use the utility as required.
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Shutdown and Restart

The Shutdown and the Restart features in the middle panel should be used cautiously to remotely
shutdown or restart the destination computer.

To shutdown the computer:
=  Click the Shutdown option in the middle panel. Click Yes when prompted to confirm.
To restart the computer:

= Click the Restart option in the middle panel. Click Yes when prompted to confirm.

96



Stellar
Actlve Directory Manager

Remote Desktop

You can use the Remote Desktop option to connect to another computer on the network. Ensure that
you have the required credentials to connect to the remote computer.

To connect to remote desktop:

=  Click the Remote Desktop option, and type the password to connect to the target computer.
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Manage Computers

You can use the Computer Management option to manage other computers on the net.
To manage computers:

=  Click the Manage Computers option in the middle panel. The Computer Management screen
is displayed. Use the available options and utilities as required.

o

File  Actiom View Help

¢= == =

g =l Computer Management (Loc M= Actions
= [} System Tools ! system Tools S "
FI-3%y PANKAJRATHI (%) Task Scheduler g&storage WO
-l Account Policy {4 Event Viewer = Services and Af More ... P
L] Audit Policy 2 Shared Folders :
~{gm) Printers (%)) Performance
. Shares =4 Device Manager
""" I DFS = =5 Storage
""" {z# Sessions L=2 Disk Management
----- 4 Services =4 Services and Application
----- ! Devices
----- 5| Events
..... u Disk Space

EEI--@ Performance

- [ty Scheduled Jobs
----- i IUser Rights

El: @ TCP Utilities
oy Trace Route
..... ' Ping
i Telvet
it FTFP

@) shutDown

----- ﬂi Restart
----- B Remote Desktop

s Shared Folder
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Shared Folder

You can use the Shared Folder option to view and manage all the shared folders on the local

computer.

To view and manage the Shared Folders:

=  Click the Shared Folder option in the middle panel, the corresponding screen is displayed.

Manage the folders as required.

File  Action View Help

[E¥ shared Folders

o [e Y

&= ==

Shared Folders {Local)
3| Shares

2| Sessions

il OpenFiles

&

MName

[zt | Shares
| Sessions
i| Open Files
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Domain Controllers

You can use ADM tool to view and manage various types of domain controllers. The tool provides
many options to manage the DC, which in a normal scenario takes more time in administering. On
expanding the Domain Controllers node, you can view all the controllers configured as domain
controllers. The domain functions are the same as that of the Computer functions.

The tool provides the following functions for a DC:

=  Account Policy
Audit Policy
Printers

Shares

DFS

Session
Services
Devices

Events

Disk Space
Performance
Scheduled Jobs
User Rights
Registry

WMI

Software

TCP Utilities
Shutdown and Restart
Remote Desktop
Manage Computers
Shared Folder
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Cleaning up Computers

Over a period of time, Computer accounts become obsolete and needs elimination. With Active
Directory Manager you can trace all the inactive, disabled, account-expired computers in Active
Directory. If your organization has an Active Directory housekeeping policy, follow it to clean up the
computers. The cleaning up process enhances the performance of your Active Directory.

To clean computers:

1. Select Active Directory > Clean up. The Clean Up dialog is displayed.

Clean Up i x|
The inactive Users/Computers list is shown after selecting the object type and time period for inactive Users,/Computers,
You can select the Users/Computers from list and can perform delete or disable operation on selected Users/Computers,

Select Object Select Days and Type L
™ Users Inactive For | % %‘
% Computers [ Exdude Never Logon [ Exdude Disabled 1’
[ select all
MName | Path | Last Logon Time I \When Created
D '_" HHIOKK -6TCFAT  LDAP:ff DIAMOND /C... a 7/18/2013 1:48:51 AM
Total no. of obiects : 1 Delete ‘ ‘ Dizable ‘ | oK | ‘ Cancel

2. From the Select Object option choose Computers.

3. From Select Days and Type option choose the number of days the computer has been
Inactive For. To narrow down the result further, select Exclude Never Logon to omit the
display of computers that has never been logged on to and select Exclude Disabled, to exclude
the disabled computer names in the result.

4. Choose Select All to Delete or Disable the computer accounts.

5. After deleting or disabling the computer accounts click OK.
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Group Policy Management

Group Policy objects play a powerful role in how the network is managed and secured. As an
administrator you can manage user settings on multiple computers at once, thus every change to
Group Policy affects multiple users and computers. You can use Group Policy to specify options for
groups of computers and users. With Active Directory you can enable or disable all the required GPOs
in any domain completely or partially. You can also enforce group policies, link group policies or
remove links.

This section includes:

Enable or Disable Group Policy Settings
Link Group Policies

Enforce Group Policies

Disable GPO Links

Remove Links
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Enable or Disable Policy Settings

Active Directory Manager helps administrators in managing the Group Policy Objects of selected
domains.

To enable or disable the GPOs:

1. Go to File > GPO Management. The Group Policy Management screen is displayed.
2. Choose Select All to select all the available GPOs.

Group Policy Management = - El
= Group Policy Management
1 g% ACTIVEDIRECTORY _ ? Stellar
L] Group Policy Object= = Active Directory Manager
[l |~ Domain Controllers :
5 IPEOROUONX foU= T . . 3 5

Aty User Configuration Settings Only Stion Settings c ter Con ation Settings
[ computer Configuration Settings Only d Enabled
Both Configuration 5ettings f Enabled

I I A Kl | ]

Total available GPOs in Domain: 2 [ select al Fohoh |

Enable

With this feature, administrators can enable all the required GPOs in any domain completely or
partially, with a single mouse-click instantly. The options available are:

User Configuration Settings Only - select this option to enable the GPO of user configuration settings
alone.
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Computer Configuration Settings Only - select this option to enable the GPO of computer configuration
settings alone.
Both Configuration Settings - select this option to enable the GPO of both the configuration settings.

Disable

With this feature, administrators can disable all the required GPOs in any domain completely or
partially, with just a single mouse-click instantly. The options available are:

User Configuration Settings Only - select this option to disable the GPO of user configuration settings
alone.

Computer Configuration Settings Only - select this option to disable the GPO of computer configuration
settings alone.

Both Configuration Settings - select this option to disable the GPO of both the configuration settings.
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Link Group Policies to OUs

A Group Policy Object can be associated or linked to one or more Active Directory containers, such as
a site, domain, or organizational unit. Multiple containers can be linked to the same GPO, and a single
container can have more than one GPO linked to it. If multiple GPOs are linked to one container, you
can prioritize the order in which the GPOs are applied.

When you link GPOs to Active Directory containers, you can implement Group Policy settings for a
broad or narrow portion of the organization, as required.

To link group policies to OU:

1.

2.

Go to File = GPO Management. The Group Policy Management screen is displayed. In the left
panel click the Group Policy Objects, to list all the GPOs available in the domain.

Choose Select All to select all the available GPOs or click the check box against each GPO
name to select individual GPOs.

Click Link GPO. The Linked GPOs are listed in the right panel. The panel displays the selected
GPO Name, its Link Status, Enforce Status and GPO Status.

The right panel displays two tab options- Manage and Enforce. Click the down arrow on the
Manage tab to display the three available link options as illustrated below.
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Group Policy Management S EI

=] % Group Policy Management 3 St
ellar
| g ACTIVEDIRECTORY g el o
LT Group Policy Objects (R tive Directory Manag
=l | Demain Controllers
=" JfPANKAIRATHI/OU =

Erforce |v|

B bbb o Enable Links | Link Status | Enforee Status | ePo status |
5 wwwww Q Disable Links ollers Policy Dizabled Mot Enforced Fully Enabled

I ext &  Remove Links

= frst

| ougwe

| ddddddd
| Microsoft Exchange Secu

Total available GPOs in Domain: 2 ™ select al Link GPOs |

3. Select Enable Links. The Select GPOs screen is displayed

Select GPOs - x|
GPO Name | User Configuration Settings | Computer Configuration Settings
O L./ befault Domain Controllers Palicy Enabled Enabled
O .':J_"Default Domain Policy Enabled Enabled

4| | =

I select &l ‘“‘HW|

4. Select the GPOs for which you want to enable the link. You can either choose Select All option
to enable the link for all the GPOs available in the list or you can choose individual GPO link to
enable. Click OK to save and return to the main screen. On the main screen, when the Link is
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enabled, the Group Policy is linked to the OU, and the policy applies to the objects within the
Oou.

107



Sl Stellar
‘J Active Directory Manager

Enforce Group Policies

The Group Policy Management allows you to enforce a GPO link. You can specify that the settings in a
GPO link should take precedence over the settings of any child object by setting that link to Enforced.
GPO-links that are enforced cannot be blocked from the parent container. With enforcement, the
parent GPO link always has precedence. By default, GPO links are not enforced.

To enforce a GPO link:

1. Click the down arrow on the Enforce tab to display the two available options as illustrated

below.
%
= Group Policy Management | ﬂ Stellar

El g% ACTIVEDIRECTORY

LT Group Policy Objects — = Active Directory Manager

=l | Domain Controllers Manags |v| ErTfonc:eri
=" J/PANKAIRATHI/OU =
i bbbb GPO Name o Yes | Link Status | Enforce Status | BP0 Status |
I vy [ L pefault Doma K no Disabled Mot Enforced Fully Enabled
[ E ext e ——
@ frst

[ = ougwe
[ | ddddddd
[# | Micosoft Exchange Secu

K LARET | i
Totzl available GPOs in Domain: 2 ¥ select Al Link GPOs |

3. Select Yes to enforce group policy. The Select GPOs screen is displayed.

4. Select the GPOs. You can either choose Select All option to link all the GPOs available in the
list or you can choose individual GPO link to enforce. Click OK to save and return to the main
screen. When the policy is enforced, the policy or more specifically its settings cannot be
overwritten by a policy that is applied later.
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Disable GPO Links

You can disable GPO links if you no longer want the settings to apply to users and computers in the
site, domain, or organizational unit and Active Directory containers.

To disable a GPO link:

1. Select Group Policy Objects. In the right panel click the down arrow on the Manage tab.
2. Click Disable Links. From the Select GPOs list, choose the GPOs and click OK.
3. After the links are disabled, a corresponding message is displayed.
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Remove Links
You can remove links to a GPO if you no longer want the links to exist in the Organizational Unit.

To remove a GPO link:

1. Select Group Policy Objects. In the right panel click the down arrow on the Manage tab.
2. Click Remove Links. From the Select GPOs list, choose the GPOs and click OK.
3. After the links are removed, a corresponding message is displayed.
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Query Management

Active Directory Manager supports a flexible search engine that is used to retrieve and display Active
Directory information. You can use the Query Management option to retrieve information from All
Users, All Groups objects and also from any of the containers. You can create new queries with
custom filters. The new queries are saved and displayed in the left panel under the corresponding
containers.

This section includes the following topics:

Create a New Query
Export a Query File
Import a Query File
View a Query
Delete a Query
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Create New Query

Active Directory Manager allows you to retrieve any attribute data User objects’ first name, last name
telephone, address and other details, that you require from the Active Directory. The option also helps
you to query Active Directory Group and Computer objects. A logical query creation enhances
performance.

l} Note The query created in this section will be used as a reference for all the related
query management options. In this section we will create a query and assign a
Name - add and query it on the Object Users, to display all names that begin
with the alphabet a.

To create a new query:

1. Select File > Query Manager. The Query Manager displays four options as illustrated below:

Query Manager ! E[

IUse the Query Manager to perform the following operations. Move the mouse
pointer over the option buttons to view the details of each option.

2. Click the New Query option, the corresponding dialog is displayed. The illustration below
displays the list of objects on which you can base your query.
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Create a new guery using this option. You can select desired [ o
parameters from different objects in an active directory.
Query Mame I add
Query For Object  |Select Object From DropDawn List =l
—Query Details Contacts
Field Mame r Groups
jone Computers
Condition Printers
InetOrgPerson
Shared Folder
Organisational Unit
Select Object F D List
R .
Ok | | Reset | | Cancel
2. Type a name for the query in the Query Name field.
3. To Query for Object, select the specific object from the drop-down list.
4. Specify the Field Name to query.
5. Apply the Conditions and Value for the query filter and click Add.
6.

You can add more Field Names and Conditions to narrow down the query result. The query
Field Name, Condition and Value are displayed in the lower panel.
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Create a new guery using this option. You can select desired |
parameters from different objects in an active directory,
Query Mame I add
Query For Obiject |Lisers j
~Query Details
Field Mame |5E|EC|: user field name from dropdown list for Users j
Condition Value

IStarts with j I
Add || Remove |

oS o [

(FDispIay Mame Starts with a

E—

| oK || Reset || Cancel

7. Click OK to save the query. The Query created and saved is displayed in the left pane as
illustrated below.

Entire Metwork a

Elﬂ Entire Metworks
4% Microsoft Terminal Services

=49 Microsoft Windows Network

=3 ACTIVEDIRECTORY

=/, Domain Controllers

o i) PANKAJRATHI

- ﬂ Computers

il PANKAIRATHI

- g PANKAIRA-67CFAT
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View Query

All the queries that you create and save are listed in the left panel under Saved Query. You can view
individual saved queries as required.

To view a saved query:

1. Under Saved Query, select <Query Name >, right-click and choose View Query. The View
Query dialog is displayed.

x

Query Name :

Query For : I Users

Query Details :
Field Mame | Condition | Value |
displayMame Starts(Vith) a

2. Click OK to exit the View Query screen.
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Import a Query File
This option allows you to import a saved query file from different computers or domains.

To import a saved query file:

1. From the File menu options click Query Manager > Import Query File.

Q X

uery Manager

IUse the Query Manager to perform the following operations. Move the mouse
pointer over the option buttons to view the details of each option,

Import Query File : Imports Query file from different computer or
dornain controller,

2. From the Import File dialog, Browse to select the query file residing on a different computer or
domain controller. The query file name has a . ini extension. Click Open, to import the

query file.
3. A Successful Import alert is displayed. Click OK. The query imported from the file is listed

under Saved Query of the current computer.
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Export a Query File

You can use the Export a Query File option, to export a saved query from the current computer or
domain to another computer.

To export a saved query:

1. Select the query in the left panel under Saved Query.
2. From the File menu options click Query Manager > Export Query File.

Query Manager | 5[

IJse the Query Manager to perform the following operations. Move the mouse
pointer aver the option buttons to view the detsils of each option.

Export Query File : Expart query of current computer or domain
controller to another,

From the Export File dialog, Browse to the query file and click Open.

A Successful Export alert is displayed. Click OK.

The exported query is displayed in the left panel under Saved Query of the computer or
domain where you have exported the query file.

PN
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Executing a Query

You can execute a saved query as required.

To execute a saved query:

1. In the left panel under Saved Query, double-click the query to execute. The middle panel
displays the query name and the query result as illustrated below.

Entire Metwork o

El“ Entire Metworks
4™ Microsoft Terminal Services

=49 Microsoft Windows Network

[=}-g%y ACTIVEDIRECTORY

Ell_',,,= Domain Controllers

- PANKAIRATHI

=l 4 Computers

b g PANKAIRATHI

gl PANKAIRA-67CFAT

' 3 ad-svr

s ‘lﬂl‘ Clean Up
----- | Containers/0Us

]

| &, ACTIVEDIRECTORY
=[5 Query (add )

]

E|‘,.‘|I All

Administrator

Cluery Result

2. In the above illustration, the saved query (add) executed, displayed the result -

Administrator.

It means you defined a query to display the user names that starts with the

alphabet a and Administrator is the only name found. If you select Administrator in the
middle panel, the right panel will display the corresponding attributes as illustrated below.
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Attribute Mame

| attribute Value

ﬂﬂ Mame

i Full Mame

ﬂﬂ Description

[ profile Path

i Login Seript
1 Home directory
] Account Status
T warkstations
il Lastlogon

ﬂﬂ Account expires
[ created on
fff changed on
ﬂﬂ Type

a
a
Built-in account for administering the computer /domain

Enabled

8/2/2013 3:58:17 AM
Mewver

6/24f2013 10:54:35 PM
8/4/2013 10:55:54 PM
user

Administrator Attributes
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Delete a Query

This option allows you to delete saved queries from a computer.

To delete a saved query:

1. From the File menu options click Query Manager > Delete All Query. This option will

delete all the defined queries in the computer.
2. When prompted to confirm deletion, click Yes to delete the queries.
3. To delete a single query, select the query to delete under Saved Queries in the right panel,

right-click and select Delete Query.
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Container Management

Containers or Organizational Units (OUs) are used in Windows AD to implement objects as logical
business units, and are an important part of the Active Directory system. OUs in AD logically comprise
AD objects including other OUs. The Containers/OUs node in the left tree panel can be expanded to
display all user-defined and in-built OUs in the middle panel. Each OU can be further expanded to
display all AD objects that are logically grouped under it. As an administrator you can create
containers for logical grouping and setting permissions.

This section includes:
=  Creating Organizational Unit

=  Container Properties
= Managing Containers
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Create New Organizational Unit

With Stellar Active Directory Manager, you can create an Active Directory Organizational Unit with a
specific name in a specific Active Directory folder.

To create an Organizational Unit:

1. Select Active Directory > New > Organizational Unit.

New Organizational Unit

Path | DC=ACTIVEDIRECTORY

Name | frst

| Create I

Cancel |

2. In the New Organization Unit dialog, type the container Name. You can either create the OU
in the default location or click Browse to select another location. Click Create to create the

new container.

3. The new container created is displayed in the middle panel under ACTIVEDIRECTORY as

displayed in the following illustration.

Entire Network

il

=I- @ Entire Networks
i} Microsoft Terminal Services
Eli} Microsoft Windows Netwaork
E,ﬁi ACTIVEDIRECTORY
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. ACTIVEDIRECTORY
-f_" Builtin

Computers

‘| Domain Controllers

I+« Domain Controllers - syPrincipals
----- g PANKAIRATHI (B
=l d Computers [F- % Infrastructugs
----- i PANKAIRATHI T P=—kestAmiGund
..... i PANKAIRA-STCEAT - Managed Service Accounts
Fou ,i ad-svr - NTDS Quotas
iy Clean Up (- i PANKAIRA-67CFAT
|| Containers/OUs (- i PANKAIRATHI
2 Users __ Program Data
5 3 Groups “g' FE'FQ
--f Deleted Objects Bl g rest
-] saved Query [#-§_ System
- ,y’, WORKGROUP - & unidistribution
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After creating the container, you can Move, Rename, Delete the container or View Permissions
and Properties.

Double-click the new OU created to expand the tree. You will notice that the new OU created
includes Users, inetOrgPerson, Contacts, Computers, Groups, MSMQ Queue aliases, Shared
folders and Printers as illustrated below. Except Shared Folders and Printers, you can create
the other objects listed in the the new OU. You can only view the Shared Folders and the
Printers.

B+ ey ACTIVEDIRECTORY :I
F-§ ' Builtin

Computers
| ddddddd
Domain Controllers
ext
-4 ForeignSecurityPrincipals

s

s /PANKAIRATHINQU=
: Crganizational Uni
'# All Users

I!'.

u; All Groups
¢ All Computers
- Al Contacts

a All InetOrgPerson
[\ All MSMQ Queue Alias
4= All Printer

Lu_ All Shared Folder
g MsImaging

To add an object to the OU selected:

6.

Select New > <object name>. You can create one of the following objects:
=  Computer

=  Group
u User
= Contact

= |netOrgPersons
=  MSMQ Alias

Follow the on-screen instructions to create a new object in OU.

When the process is completed, a new object appears in the selected container/OU as a child
node in the middle panel.

You can select each object created in the middle panel to view the details in the right panel.
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Container Properties

With Active Directory Manager, you can set and change the following properties of Organizational
Units:

Description

Street

City

State/province
Zip/Postal Code
Country/region
[Managed By] Name

The Object Info. section displays the Object details and USNs.
To view and change the Organizational Unit properties:

1. Select OU Name > Properties. The OU Properties dialog is displayed.

QU Properties

frat

—Ohject Info:
Object Class: Organizational Unit
Street: del
Creatad: 8/2/2013 9:03: 19 AM
Modified: 3/2/2013 9:05:05 AM
City: I sent
Update Sequence Mumbers{LJSMs):
State/Province: |any Current: 514972
Zip/Postal Code: | 12222 Original: 61454
Country Region: | j
—Managed By
Marme @ | test
Change | Clear |
oK Cancel
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2. In the OU Properties dialog, you can modify the General Info and the Managed By fields. Make
changes as required and click OK to save the changes. None of the editable properties affects
the way Windows work.
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Managing Containers

You can manage the containers by performing various operations as listed below:

= Moving a Container

= Renaming a Container
= Deleting a Container

=  Viewing Permissions

Moving a Container

Use this option to move a container.

1. To move the container, right-click the organizational unit and select Move.
2. In the Select Container list click the folder to which you want to move the organizational unit
and click OK.

Select Container x|

ACTIVEDIRECTORY -
- Builtin

- Computers

- ddddddd

[+ Domain Controllers

E}(t

- ForeignSecurityPrincpals

g

[+ LostAndFound

- Managed Service Accounts

- Microsoft Exchange Security Groups

- Microsoft Exchange System Objects L.
- OUQWE
[+ Program Data _'J

ok | cancel |

Renaming a Container

Use this option to rename the container.

1. To rename the container, right-click the organizational unit and select Rename.
2. In the Rename OU dialog, type the New Name and click OK to save the changes.
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Deleting a Container

Use this option to delete a selected container.

To delete the container, right-click the organizational unit and select Delete. Click Yes to
confirm.

Viewing Permissions

Use this option to view container permissions.

To view the container permissions, right-click the organizational unit and select Permissions.
The Permissions are displayed in the right panel.
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Reports

Active Directory Manager provide you with a number of report for you to assess and analyze the user
account, groups, OUs & GPOs, printers, contacts, event logs and other details of your Active Directory.
To work with reports, you need to familiarize yourself with the following buttons of the software:

Button Description

Save Use this option to save the generated report in either of the four formats - XLS,

CSV, PDF or HTML.

Once you click this option,

=  Select a format type (either XLS, CSV, PDF or HTML) from Select Report
Format dialog box.

= Click OK.

= Browse to a desired location to save the report and click Save.

= Click OK again.

Print Use this option to print a hard copy of the generated report.
Once you click this option,
Click Yes.
Select a printer from Print dialog box.
Click OK.
Print Use this option to preview the report before saving or printing it.
Preview
Help Use this option to access Active Directory Manager user manual.

This section includes the following topics:

= User Reports =  Other User

=  Group Reports Reports

= OU & GPO Reports Computer Reports
= NTFS Reports Contact Reports

= Exchange Reports Printer Reports
Event Log Reports
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User Reports

User Reports option of Stellar Active Directory Reporting module allows you to view user reports of a

domain.

The different user reports you can view, are as follows:

Report Option

Description

All Users

This option lists all the users which exist on a domain.

Enable Users

This option lists all those users which are enabled on a
domain.

Disable Users

This option lists all those users which are disabled on a
domain.

Inactive Users

This option, by default, lists all the users of a domain
which are inactive for last 30 days.*

Users in a group

This option lists those users who exist in a specified

group of a domain.

Once you choose this option,

=  Select Group dialog box will open.

= Select a group from the Select group from list
section.

=  Click OK.

Users With Logon Script

This option lists those users who are assigned a logon
script.

Users Without Logout Script

This option lists those users who have not been
assigned a logon script.

Dial in Allow Access

This option lists those users who are assigned a dial in
access.

Dial in Deny Access

This option lists those users who have been denied a
dial in access.

Recently Modified Users

This option, by default, lists those user accounts which
have been modified in last 30 days.*

Recently Created Users

This option, by default, lists those user accounts which
have been created in last 30 days.*

Recently Deleted Users

This option, by default, lists those user accounts which
have been deleted in last 30 days.*

Users With Empty Attributes

This option lists those users on whom the empty

attributes criteria is applicable.

Once you choose this option,

= Select Empty Attributes dialog box will open.

= Select either Match Selected Attributes (All) or
Match Selected Attributes (Anyone) radio option.

= To select an attribute / column head, select an
attribute from Available Attributes column and click
on Add Columns button. The attribute will move to
Selected Attributes column.

=  To remove an attribute / column head, select an
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attribute from Selected Attributes column and click
on Remove Columns button. The attribute will
move to Available Attribute column.

= Click OK.

Users Without Managers This option lists those users accounts which are not
managed by a manager in the domain.

Manager Based Users This option lists those users accounts which are

managed by a manager in the domain.

Users in More than One Group This option lists those users who are members of two
or more groups.

l-:;;, Note *By default, a report will be generated for a period of thirty days. You can
customize a report by changing the number of days in Enter the no. of days
field and clicking Generate, to view a report for the specified number of days.

To view User Reports:

1. On Stellar Active Directory Reporting screen, select User Reports.

2. On next screen, under User Reports, click on the appropriate option (listed above) and the

application will display the corresponding report.

3. Once a report is displayed, click on Add Remove Columns to open Column Customization

dialog box.
4. To select an attribute / column head, in Column Customization dialog box, select an

attribute from Available Attribute column and click on Add Columns button. The attribute will

move to Selected Attributes column.
5. To remove an attribute / column head, in Column Customization dialog box, select an

attribute from Selected Attributes column and click on Remove Columns button. The attribute

will move to Available Attribute column.

6. Use the Move Up / Move down buttons to move the attributes up or down (to change the order

of columns).
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Group Reports

Group Reports option of Stellar Active Directory Reporting module allows you to view group reports of

a domain.

The different group reports you can view, are as follows:

Report Option

Description

All Groups

This option lists all the existing groups of a domain.

Global Groups

This option lists all the global groups of a domain.

Local Groups

This option lists all the local groups of a domain.

Universal Groups

This option lists all the universal groups of a domain.

Groups Type and Scope

This option lists the groups of a domain as per group type and

group scope.

Once you choose this option,

= Search Setting for Groups dialog box will open.

= Select a group scope (Global, Local or Universal) and
group type (Security or Distribution) to filter the report.

= Click OK.

Managed Groups

This option lists groups which are managed in a domain.

UnManaged Groups

This option lists the groups which are not managed in a
domain.

Top Big Groups

This option lists the groups in a hierarchical manner, which
rank higher in its member count than other groups in domain.
Once you choose this option,

= List Groups With Highest Members dialog box will open.

= Enter a number in Enter a number to list top big groups in
a domain: field, in Search Group section.
= Click OK.

Groups without

This option lists all the groups of the domain which do not have

Members any members.
Group Members in a This option lists the group(s) in which a (selected) user is a
User member of.

Once you choose this option,

= Select User dialog box will open.

= Select a user from the Select User from List section.
= Click OK.

Security Groups

This option lists the security groups of a domain

Distribution Groups

This option lists the distribution groups of a domain.

To view Group Reports:

1. On Stellar Active Directory Reporting screen, select Group Reports.
2. On next screen, under Group Reports, click on the appropriate option (listed above) and the
application will display the corresponding report.

3. Once a report is displayed, click on Add Remove Columns to open Column Customization

dialog box.
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To select an attribute / column head, in Column Customization dialog box, select an
attribute from Available Attribute column and click on Add Columns button. The attribute will
move to Selected Attributes column.

To remove an attribute / column head, in Column Customization dialog box, select an
attribute from Selected Attributes column and click on Remove Columns button. The attribute
will move to Available Attribute column.

Use the Move Up / Move down buttons to move the attributes up or down (to change the order
of columns).
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OU & GPO Reports

OU & GPO Reports option of Stellar Active Directory Reporting module allows you to view OU
(Organizational Unit) and GPO (Group Policy Object) reports of a domain.

The different OU & GPO reports you can view, are as follows:

Report Option

Description

Organizational Unit

All OUs

This option lists all OUs present in a domain.

Empty OUs

This option lists all the empty OUs in a domain.

GPO Linked OUs

This option lists OUs that are linked with GPO (Group Policy
Objects). Report is generated for existing OUs of a selected
domain.

GPO Blocked
Inheritance OUs

This option lists OUs whose GPOs are blocked from
inheritance.

Recently Modified OUs

This option, by default, lists those OUs which have been
modified in last 30 days.*

Recently Created OUs

This option, by default, lists those OUs which have been
created in last 30 days.*

User Only OUs

This option lists OUs that contain only users. Report is
generated only for existing OUs of a domain.

Computer Only OUs

This option lists OUs that contain only computers. Report is
generated only for existing OUs of a domain.

Group Policy Objects Report

All GPOs

This option lists all GPOs present in active directory.

Disabled GPOs

This option lists all GPOs which are disabled. Report will list
GPOs with either computer or user configuration setting are
disabled or both.

Unused GPOs

This option lists GPOs which are not in use since they were
linked to a GPO.

Recently Created GPOs

This option, by default, lists GPOs which were created in last
30 days.*

Recently Modified GPOs

This option, by default, lists GPOs which were modified in last
30 days.*

Frequently Modified
Computer Setting GPOs

This option lists GPOs with frequently modified computer
settings.

Frequently Modified
User Setting GPOs

This option lists GPOs with frequently modified user settings.

Domain Linked GPOs

This option lists GPOs which are linked to a domain.

OU Linked GPOs

This option lists GPOs which are linked with any OUs.

Site Linked GPOs

This option lists GPOs which are linked with any site.

GPO Blocked
Inheritance Containers

This option lists OUs whose inheritance is blocked.

Computer Setting
Disabled GPOs

This option lists all GPOs with disabled computer settings.
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User Setting Disabled This option lists all GPOs with disabled user settings.
GPOs

Frequently Modified This option lists all GPOs which are frequently modified.
GPOs

l:;;, Note *By default, a report will be generated for a period of thirty days. You can

customize a report by changing the number of days in Enter the no. of days
field and clicking Generate, to view a report for the specified number of days.

To view OU & GPO Reports:
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On Stellar Active Directory Reporting screen, select OU & GPO Reports.

On next screen, under OU & GPO Reports, click on the appropriate option (listed above) and
the application will display the corresponding report.

Once a report is displayed, click on Add Remove Columns to open Column Customization
dialog box.

To select an attribute / column head, in Column Customization dialog box, select an
attribute from Available Attribute column and click on Add Columns button. The attribute will
move to Selected Attributes column.

To remove an attribute / column head, in Column Customization dialog box, select an
attribute from Selected Attributes column and click on Remove Columns button. The attribute
will move to Available Attribute column.

Use the Move Up / Move down buttons to move the attributes up or down (to change the order
of columns).
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NTFS Reports

NTFS Reports option of Stellar Active Directory Reporting module allows you to view different kinds of

reports on folders (as per their access

The different NTFS reports you can vie

types and permissions) of the domain's computers.

w, are as follows:

Report Option

Description

All Share

This option lists all the shared folders of a domain.

Permission For Folders

This option lists all the permissions of a shared folder of a

domain's computer.

Once you choose this option,

= Select Folder For Permission dialog box will open.

= Select the folder, whose permissions report you want to
view. (Incase you want to view a particular sub folder's
report, click on Get Subfolders button after selecting a
folder.)

=  After selecting the necessary folder / sub folder, click
OK.

Non-Inheritable Folders

This option lists all the folders which cannot be inherited.

Once you choose this option,

= Select Folder For Permission dialog box will open.

= Select the folder, whose permissions report you want to
view. (Incase you want to view a particular sub folder's
report, click on Get Subfolders button after selecting a
folder.)

= After selecting the necessary folder / sub folder, click
OK.

Account

Folder Accessible By This option will list all the permissions a user has on a

particular folder / sub folder.

Once you select this option,

= Select Account and folder dialog box will open up.

= Select an account type (Users, Groups, or All) from
Choose Account Type section.

=  Select an user account from Select Account drop list.

= Select a folder from Select Folder for Permission
dialog box. (Incase you want to view a particular sub
folder's report, click on Get Subfolders button after
selecting a folder.)

= Select access type (FullControl or AnyControl) from
Access Type section.

To view NTFS Reports:

1. On Stellar Active Directory Reporting screen, select NTFS Reports.
2. On next screen, under NTFS Reports, click on the appropriate option (listed above) and the
application will display the corresponding report.
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Exchange Reports

Exchange Reports option of Stellar Active Directory Reporting module allows you to view Microsoft

Exchange reports of a domain.

The different exchange reports you can view, are as follows:
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Report Option

Description

General Report

Mail Enabled Users

This options lists users who are mail enabled.
Mail enabled users are those who can receive
messages only at an external mail address, they
have no dedicated mail boxes in an exchange
server but they are listed in the global address
list.

Mail-Box Enabled Users

This options lists users who are Mail-Box
enabled. Such users have a dedicated mail-box
in the exchange server.

Users Without Mail-Box

This option lists users who do not have a
dedicated Mail-box in the exchange server.

Users With E-mail Proxy Enabled

This options lists users whose proxy e-mails are
enabled. Such users have proxy email
addresses.

Users With Filtered E-mail Proxy
Enabled

This options lists users whose proxy enabled e-
mails are filtered.

Once you select this option,

= Enter Proxy Address dialog box opens.

= Enter the address you want to find.

= Click OK.

Mail Enabled Groups

This option lists groups which are mail enabled.
In such groups, emails can be sent to all the
members of the group.

Groups With E-mail Proxy Enabled

This option lists all the groups of a domain who
have proxy email addresses.

Groups With Filtered E-mail Proxy
Enabled

This option lists groups whose proxy enabled e-
mails are filtered.

Once you select this option,

= Enter Proxy Address dialog box opens.

= Enter the address you want to find.

= Click OK.

Distribution List

Distribution List Members

This option lists contact and user details of users
who are members of distribution lists of a
domain.

Non Distribution List Members

This option lists contact and user details of users
who are not members of any distribution lists in
a domain.




Delivery Recipient Setting

Users With Default Sending
Message Size

This option lists users who have a default limit
on the size of emails they can send.

Users With Restricted Sending
Message Size

This option lists users who have restrictions on
the size of emails they can send.

Users With Default Recipient Size

This option lists users who have a default limit
on the number of recipients they can send
emails to.

Users With Restricted Recipient
Size

This option lists users who have restrictions on
number of recipients they can send emails to.

Users With Default Receiving
Message Size

This option lists users who have a default size
limit on the size of emails they receive.

Users With Restricted Receiving
Message Size

This option lists users who have restrictions on
the size of emails they receive.

Users With Default Storage Limit

This option lists users who have set the default
limit for their Exchange storage mailbox size.
Whenever a new mailbox is created, if no
specific storage size is specified, then the default
storage limit is applied on the mailbox.

Users With MailBox Size Limit

This option lists users who have limits set on
their Exchange mailbox storage size.

Users Hidden From Exchange
Address List

This option lists all users who are hidden from
Exchange Address list. In some organizations,
few email addresses are kept confidential and
they are not listed in the global address list.

Users Accept Messages From
Everyone

This option lists users who can accept messages
from anyone and have no restriction on them in
receiving emails.

Users Based on ForwardTo

This option lists users whose emails are
forwarded to any specific user.

Feature Based Report

Users With POP3 Enabled

This option lists all users who have enabled their
POP3 feature.

Users With POP3 Disabled

This option lists all users who have disabled their
POP3 feature.

Users With OMA Enabled

This option lists all users who have enabled their
Outlook Mobile Access (OMA*) feature. Such
users can access their Outlook accounts (& all its
features) using a browser from mobile devices.

Users With OMA Disabled

This option lists all users who have disabled their
Outlook Mobile Access (OMA*) feature. Such
users will not be able to access their Outlook
accounts using a browser from mobile devices.

Users With OWA Enabled

This option lists all users who have enabled their
Outlook Web Access (OWA) feature. Such users
can access their Outlook accounts (& all its
features) using a any web browser.

Users With OWA Disabled

This option lists all users who have disabled their
Outlook Web Access (OWA) feature. Such users
will not be able to access their Outlook accounts
using a web browser.

Users With IMAP4 Enabled

This option lists all users who have enabled their
IMAP4 (Internet Mail Access Protocol v4)
feature.

Users With IMAP4 Disabled

This option lists all users who have disabled their
IMAP4 (Internet Mail Access Protocol v4)
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feature.

Active Sync Enabled Users This option lists all users who have enabled
active synchronization feature. Using this
feature, a user can automatically synchronize
Outlook data with Microsoft Exchange server and
their mobile devices.

Active Sync Disabled Users This option lists all users who have disabled
active synchronization feature. With this feature
disabled, users will not be able to automatically
synchronize Outlook data with Microsoft
Exchange server and their mobile devices.

l“'j:; Note *OMA feature is available in Microsoft Exchange Server 2003 only.

To view Exchange Reports:
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1.
2.

On Stellar Active Directory Reporting screen, select Exchange Reports.

On next screen, under Exchange Reports, click on the appropriate option (listed above) and
the application will display the corresponding report.

Once a report is displayed, click on Add Remove Columns to open Column Customization
dialog box.

To select an attribute / column head, in Column Customization dialog box, select an
attribute from Available Attribute column and click on Add Columns button. The attribute will
move to Selected Attributes column.

To remove an attribute / column head, in Column Customization dialog box, select an
attribute from Selected Attributes column and click on Remove Columns button. The attribute
will move to Available Attribute column.

Use the Move Up / Move down buttons to move the attributes up or down (to change the order
of columns).
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Other User Reports

Other User Reports option of Stellar Active Directory Reporting module allows you to view user reports

of a domain.

The different other user reports you can view, are as follows:

Report Option

Description

Passwords Report

Users Can't Change Password

This option lists those users who cannot change
their passwords.

Users Whose Passwords Never Change

This option lists those users whose passwords will
never expire.

Password Expired Users

This option lists those user accounts whose
passwords have expired.

Soon-to-Expire Users Passwords

This option, by default, lists those users whose
passwords will expire in coming 30 days.*

Password Changed Users

This option, by default, lists those users who have
changed their passwords in last 30 days.*

Password Unchanged Users

This option, by default, lists those users who have
not changed their passwords in last 30 days.*

Users Must Change Password at Next
Logon

This option will list users who will have to change
their passwords at next login.

Accounts Report

Recently Account Expired Users

This option, by default, lists those users whose
accounts have expired in last 30 days.*

Soon-to-Expire User Accounts

This option, by default, lists those users whose
accounts will expire in coming 30 days.*

Account Never Expire Users

This option lists those users whose accounts will
never expire in the domain.

Account Expired Users

This option lists user accounts that have expired in
the domain.

Locked Out Users

This option lists those user accounts which have
been locked out due to frequent bad login
attempts.

Logon Report

Recently Bad Logged On Users

This option, by default, lists those users who
experience bad logon due to incorrect passwords.
Report lists users with unsuccessful logins in last 30
days.*

Recently Logged On Users

This option, by default, lists users who have logged
on in last thirty days. Report is generated with the
help of users last logon time.*

Users Never Logged On

This option lists users who have never logged on in
the domain.

Terminal Service Report
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Users Terminal Service Properties This option lists users who have terminal service
properties.

Users With Terminal Server Access This option lists users who have access to terminal
servers.

l:;;, Note *By default, a report will be generated for a period of thirty days. You can

customize a report by changing the number of days in Enter the no. of days
field and clicking Generate, to view a report for the specified number of days.

To view Other User Reports:
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On Stellar Active Directory Reporting screen, select Other User Reports.

On next screen, under Other User Reports, click on the appropriate option (listed above)
and the application will display the corresponding report.

Once a report is displayed, click on Add Remove Columns to open Column Customization
dialog box.

To select an attribute / column head, in Column Customization dialog box, select an
attribute from Available Attribute column and click on Add Columns button. The attribute will
move to Selected Attributes column.

To remove an attribute / column head, in Column Customization dialog box, select an
attribute from Selected Attributes column and click on Remove Columns button. The attribute
will move to Available Attribute column.

Use the Move Up / Move down buttons to move the attributes up or down (to change the order
of columns).
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Computer Reports

Computer Reports option of Stellar Active Directory Reporting module allows you to view different
kinds of reports on all the domain's computers.

The different computer reports you can view, are as follows:

Report Option Description

All Computers This option lists all the computers of a domain.

Domain Controllers This option lists all the domain controllers of the active
directory.

OS Based This option lists all the computers which have the same
operating system installed in them.

Once you choose this option it will open Operating
System Version dialog box and will prompt you to
select an operating system.

Enable Computers This option will list all the enabled computers of the
domain.

Disable Computers This option will list all the disabled computers of the
domain.

Inactive Computers This option will list all the inactive computers of the
domain.

Managed Computers This option will list all the computers of a domain which
are managed by an administrator or any other user.

Unmanaged Computers This option will list all the computers of a domain which
are not managed by an administrator or any other user.

Recently Modified Computers This option will list all those computers which have been
modified in the last thirty days.*

Recently Created Computers This option will list all computers which have been
created / added to the active directory in the last thirty
days.*

Computer Trusted for This option will list all the computers of the domain

Delegation which can perform operations on behalf of servers.

l:é*;, Note By default, a report will be generated for a period of thirty days. You can
customize a report by changing the number of days in Enter the no. of days
field and clicking Generate, to view a report for the specified number of days.

To view Computer Reports:

1. On Stellar Active Directory Reporting screen, select Computer Reports.

2. On next screen, under Computer Reports, click on the appropriate option (listed above) and
the application will display the corresponding report.

3. Once a report is displayed, click on Add Remove Columns to open Column Customization
dialog box.
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To select an attribute / column head, in Column Customization dialog box, select an
attribute from Available Attribute column and click on Add Columns button. The attribute will
move to Selected Attributes column.

To remove an attribute / column head, in Column Customization dialog box, select an
attribute from Selected Attributes column and click on Remove Columns button. The attribute
will move to Available Attribute column.

Use the Move Up / Move down buttons to move the attributes up or down (to change the order
of columns).
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Contact Reports

Contact Reports option of Stellar Active Directory Reporting module allows you to view all active
directory contacts and emails contacts.

The different contact reports you can view, are as follows:

Report Option Description
All Contacts This option lists all the contacts of the selected domain
in an active directory.
Mail Enabled Contacts This option lists only those contacts which have enabled
email-ids with them.

To view Contact Reports:

1. On Stellar Active Directory Reporting screen, select Contact Reports.

2. On next screen, under Contacts Reports, click on the appropriate option (listed above) and
the application will display the corresponding report.

3. Once a report is displayed, click on Add Remove Columns to open Column Customization
dialog box.

4. To select an attribute / column head, in Column Customization dialog box, select an
attribute from Available Attribute column and click on Add Columns button. The attribute will
move to Selected Attributes column.

5. To remove an attribute / column head, in Column Customization dialog box, select an
attribute from Selected Attributes column and click on Remove Columns button. The attribute
will move to Available Attribute column.

6. Use the Move Up / Move down buttons to move the attributes up or down (to change the order
of columns).
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Printer Reports

Printer Reports option of Stellar Active Directory Reporting module allows you to view reports on all
the domain printers.

The different printer reports you can view, are as follows:

Report Option Description

All Printers This option lists all the printers attached to the domain.

Managed Printers This option lists all the printers which are managed using
administrator.

UnManaged Printers This option lists all the printers which are attached to the
domain but are not managed using administrator.

Recently Created Printers This option, by default, will list all the printers created
within last 30 days.*

Recently Modify Printers This option, by default, will list all the printers modified
within last 30 days.*

Enable Printer This option will list all the enabled printers of the domain.

Disable Printer This option will list all the disabled printers of the domain.

Recently Deleted Printers This option will list all the deleted printers.

l-:;;, Note *By default, a report will be generated for a period of thirty days. You can

customize a report by changing the number of days in Enter the no. of days
field and clicking Generate, to view a report for the specified number of days.

To view Printer Reports:
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On Stellar Active Directory Reporting screen, select Event Log Reports.

On next screen, under Printer Reports, click on the appropriate option (listed above) and the
application will display the corresponding report.

Once a report is displayed, click on Add Remove Columns to open Column Customization
dialog box.

To select an attribute / column head, in Column Customization dialog box, select an
attribute from Available Attribute column and click on Add Columns button. The attribute will
move to Selected Attributes column.

To remove an attribute / column head, in Column Customization dialog box, select an
attribute from Selected Attributes column and click on Remove Columns button. The attribute
will move to Available Attribute column.

Use the Move Up / Move down buttons to move the attributes up or down (to change the order
of columns).
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Event Log Reports

Event Log Reports option of Stellar Active Directory Reporting module, will scan all the events of a
domain and list them. In other words, you can view all the events performed using Active Directory
Manager software.

To view Event Log Reports:

1.
2.

On Stellar Active Directory Reporting screen, select Event Log Reports.

On next screen, click on Event Log option under Event Log Reports. Active Directory
Manager will start processing event objects for domains.

Wait for event log processing to complete as it may take some time to complete the
processing. Application will list all the events that has occurred.

Click Stop to abort event processing at any time. Incase, you abort event processing midway,
application will display only the processed events.

Number of events will be listed in bottom center of the screen.
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